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Looking Ahead to a New Year!

Preparing for the 2025 Annual Conference

In 2025, the ANIA Annual Conference will be held much earlier than in past years — March
27 -29 — and will be here shortly! Be sure to check out the conference details included in this
issue (see pages 2 and 45). However, the central source of information is the ANIA conference
website at https://ajj.swoogo.com/ania25, which features the complete program, travel in-
formation, and registration details.

If you missed the national office’s email blast about conference scholarships or the No-
Elizabeth C. Elkind, PhD, MSN, MBA, RN, NI-BC vember issue of the ANIA E-News, the 2025 ANIA Conference Scholarship Program is
Editor presently open but closes on December 31. The online scholarship application is available at
www.surveymonkey.com/r/7L789XH. A reminder about the conference scholarships: they
are awarded to a variety of membership year spans: 1, 2-4, 5-10, and greater than 10. Addi-
tionally, scholarships are not limited to first-time attendees. These scholarships cover the full
conference registration fee, either in-person or virtual, but do not include pre-conference
workshops or travel expenses. Be sure to apply before the December 31 deadline.

editor@ania.org

A New Year’s Stimulus for Writing and the Journal

Looking ahead to 2025, the Journal of Informatics Nursing is seeking manuscript on
topics related to telehealth/virtual nursing, artificial intelligence, and cybersecurity. Included
with the topics below are potential ideas to further assist in developing each of the topics.
These are only suggestions, however, and you should not be limited by these concepts if you
are interested in publishing an article on any of the noted topics.

* Telehealth/ Virtual Nursing: quality improvement, expansion of access and capabilities,

or new approaches

* Artificial Intelligence: the role and impact in your nursing clinical environment or nursing
education

* Cybersecurity: security drills, quality improvement of downtime readiness, or downtime
challenges within nursing and how to overcome them

Also, we are working on a few new elements for the journal in 2025, so be sure stay up to
date with the Journal of Informatics Nursing.

During the holidays, please remember to take time for your mental health and well-being.
Consider doing a few small random acts of kindness. Wishing you a joyous holiday season and
a happy new year!

Ewa. oL [
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Learning Outcome

After completing this education activity, the
learner will be able to discuss the use of the
Center for Internet Security Risk Assessment
Method (CIS RAM) to complete a medical de-
vice security risk assessment, and the impor-
tance of involving clinicians in the security risk
assessment and mitigation process.

Accreditation Statement

This educational activity is jointly provided by
Anthony J. Jannetti, Inc., and the American
Nursing Informatics Association (ANIA).

Anthony J. Jannetti, Inc., is accredited as a
provider of nursing continuing professional
development by the American Nurses Cre-
dentialing Center’'s Commission on Accredita-
tion.

Anthony J. Jannetti, Inc. is an approved
provider of continuing nursing education by
the California Board of Registered Nursing,
Provider Number CEP5387.

Statement of Disclosure
The authors, editor, content reviewers, and
education director have no relevant financial
relationships to disclose.

Medical Device Cybersecurity Risk
Assessments: Engaging Clinicians to

Mitigate Threat

Nicole A. Mohiuddin, Jeannie Corey, and Toby Gouker

This article details an evidence-based cybersecurity risk assessment of a medical devices
project in a health system located in the Gulf Coast region of the United States. The
assessment identified clinically relevant medical devices with cybersecurity risks and their
severity. Clinicians were provided medical device cybersecurity education and were engaged
to use the Center for Internet Security Risk Assessment Method (CIS RAM) while ranking
high-risk medical devices according to clinical workflow inconvenience and potential to
harm patients. This work may serve as an exemplar for other hospitals to include clinical
leaders in medical device cybersecurity risk assessments and underscores the value
clinicians bring to mitigation of cybersecurity threats.

Keywords: medical device cybersecurity, cybersecurity risk assessments, nursing
informatics, medical devices, cyber breaches, CIS RAM, cyber awareness

Cybersecurity is “the art of protecting
networks, devices, and data from unautho-
rized access or criminal use and the practice
of ensuring confidentiality, integrity, and
availability of information (Cybersecurity &
Infrastructure Security Agency, 2021, para. 1).
Healthcare clinical practice relies on comput-
ers, data, and the internet. This is especially
true in the use of medical devices, which are
connected to the internet and require strong
cybersecurity protocols to ensure their data
is secure.

Recent technical advances have resulted
in transformations in healthcare delivery,
which can improve patient care. A prime ex-
ampleis the increase in interconnectivity be-
tween medical devices and other clinical
systems. This interconnectivity leaves
medical devices vulnerable to security
breaches in the same way other networked
computing systems are vulnerable (Williams
& Woodward, 2015). However, unlike other
networked computing systems, there is an
increasing concern that the connectivity of
these medical devices could compromise
clinical care and patient safety (i.e., inaccurate
readings of healthcare information,
overdoses of drugs, exposure of personal in-
formation, and even the delivery of electric
shocks at the wrong time).

Background and Significance

Healthcare environments, whether in the
hospital or at home, are at risk for

cyberattacks against the medical devices and
networks to which they are connected. A cy-
berattack is an international threat to patient
care and safety that crosses all healthcare
settings. Cyberattacks are usually aimed at
accessing, changing, or destroying sensitive
information; extorting money from users;
and interrupting normal business processes.
Cybersecurity involves protecting infor-
mation by preventing, detecting, and re-
sponding to cyberattacks (Kamerer &
McDermott, 2020). Cybersecurity events af-
fecting healthcare organizations have beenin
the news with increasing frequency,
indicating their growing impact and expense
(Landi, 2022). Incidents range from breaches
affecting millions of patient records to attacks
shutting down hospitals across the country,
with at least one of them tragically contribut-
ing to the death of a patient (Kostic, 2023).
Cyberattacks can be malicious and often
are deliberate attempts by an individual or
organization to breach the information
system of another individual or organization.
In 2024, the number of data compromises in
the United States totaled 841 cases with over
28 million individuals affected (Statista, n.d.).
There are several types of cyberthreats to
health care, one of which is ransomware.
Ransomware is a type of malicious software
designed to block access to a computer sys-
tem until a sum of money is paid. Recently,
the Cybersecurity and Infrastructure Security
Agency, Federal Bureau of Investigation, and
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Department of Health and Human Services
(HHS) issued a joint warning about the
healthcare industry being a target of expand-
ing ransomware activity (Riggi, n.d). Cyber-
criminals also use brazen methods, such as
removing healthcare data and extorting pa-
tients for financial gain (King, 2021). Increas-
ingly, health care is a prime target for
cyberattacks, as 92% of healthcare organiza-
tions surveyed experienced at least one cy-
berattack in the past 12 months. This is an
increase from 88% in 2023, with 69% report-
ing disruption to patient care as aresult (Diaz,
2024).

During the COVID-19 pandemic, the
healthcare industry faced additional cyber-
security challenges. There were more remote
workers and patients using telehealth serv-
ices, which increased the likelihood of
security gaps when organizations and em-
ployees failed to follow remote work security
best practices. Lack of strong passwords, un-
secured Wi-Fi networks, and unencrypted
devices were often exploited by
cybersecurity criminals. In addition, many in-
ternet-connected medical devices were
placed in patients’ homes, offering a wide
range of attack opportunities due to
protected health information data being
transmitted across home and public
networks (Schneider & Wirth, 2021).

Since health care is taking place in much
more complex and highly accessible spaces,
there is more opportunity for valuable patient
data to be harvested by cyber criminals.
Healthcare organizations must improve their
cyber defenses and “cyber culture”
Expanding an organization's understanding
of cyber risks, better defining what must be
protected, learning how to protect it in ways
that support efficient workflows and safety,
and instilling good user cyber behavior are
ways to minimize the threat, vulnerability,
and risk of cybersecurity insults (Schneider
& Wirth, 2021). Creating a culture of cyber-
security awareness is vital for the long-term
protection of patient data.

Promoting a culture where every em-
ployee recognizes the importance of cyber-
security and understands their role in
maintaining the security of patient informa-
tion can be achieved through regular com-
munication, training sessions, and ongoing
reminders about best practices for cyberse-
curity. By fostering a culture of cybersecurity
awareness, healthcare organizations ensure
that the protection of patient data becomes

ingrained in their day-to-day operations.
Healthcare organizations can leverage their
existing patient safety practices to develop a
complementary culture of cybersecurity.
When staff members view themselves as
proactive defenders of their patients and
their data, they can have a tremendous
impact on mitigating cyber risk to their pa-
tients and organizations.

Information technology, cybersecurity,
and clinical engineering departments have
traditionally been the primary decision-mak-
ers regarding the security of medical devices
with minimal to no involvement from clini-
cians. Creating cyber-savvy clinicians as
partners may increase the likelihood that
clinical needs are factored into medical device
security decisions (Schneider & Wirth, 2021).
Clinicians are becoming more dependent
upon the information from medical devices
to make clinical decisions and typically un-
knowingly and implicitly trust the data on
these devices. To protect the integrity of the
information, cybersecurity initiatives and
policies have been instituted by hospital cy-
bersecurity/information technology depart-
ments. However, there are times when
cybersecurity interventions can interfere
with clinical processes by interrupting or
hampering clinical processes and workflows.
A balance between clinical workflow and se-
curity measures is needed to combat this
dilemma. Clinicians who learn about cyber-
security, are aware of threats, remain alert to
them, and are familiar with mitigation and in-
cident response can help protect patients and
organizations (Stritch et al., 2021).

Previously identified cybersecurity risks
were selected for this evidence-based
project. These medical devices were catego-
rized as being of high risk by the health sys-
tem’'s medical device asset management
software. This software is commonly used by
clinical engineering departments to
determine what medical devices are
currently actively connecting to a hospital's
wireless network infrastructure. The asset
management and device monitoring
software categorize a medical device's level
of cybersecurity risk based on publicly dis-
closed cybersecurity vulnerabilities called
common vulnerability exposures (CVESs). The
CVE information is sponsored by the U.S. De-
partment of Homeland Security (2019) and
the Cybersecurity and Infrastructure Security
Agency (CISA). It is not uncommon for a

single medical device to have many or even
hundreds of known CVEs.

Cybersecurity practices are often man-
aged by a Chief Information Security Officer
(CISO) and a team of cybersecurity profes-
sionals. They may use general cybersecurity
risk assessment tools that are not specific to
medical devices. It is not standard practice for
hospitals  to include clinicians in
cybersecurity risk assessments or decision-
making. The CISO at the health system sanc-
tioned support in assessing the cybersecurity
risk of medical devices in order to provide in-
sight into their current cybersecurity posture.
Through personal communication with the
health system’s clinical engineering depart-
ment leader, the need for clinicians to learn
more and be better informed about medical
device security was confirmed.

Problem Statement/
Purpose/Aims

This evidenced-based project evaluated
high-risk medical devices for clinical effects
of CVEs in a health system in the Gulf Coast
region of the United States. While medical
device interconnectivity is intended to posi-
tively impact clinical care and promote end-
user data accessibility, it makes medical
devices vulnerable to security breaches that
could negatively impact clinical care and pa-
tient safety. A clinical engineering
professional and the CISO of the health
system were proponents of this project. They
confirmed through personal communi-
cations that cyber awareness in their organ-
ization could be improved.

Cybersecurity risk evaluations are not al-
ways specific to medical devices, and clini-
cians are not typically included in this
assessment process. Thus, this evidenced-
based project assessed medical device cy-
bersecurity risks and identified the need for
clinician involvement in medical device cy-
bersecurity  risk  assessments.  The
purpose/aims of this project were to: (1) con-
duct a medical device security risk assess-
ment using the Center for Internet Security
Risk Assessment Method (CIS RAM); (2)
share medical device assessment results
with organizational leadership; (3) explore
clinical leader medical device cybersecurity
awareness; and (4) develop an evidence-
based plan to address high-risk findings.
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Figure1.
Impact and Likelihood Scoring

Impact Score | Impact Score Defined
1 No or minimal harm would result.
2 Harm would not be tolerable.
3 Harm may not be recoverable.

Impact to Our Mission

Mission: Provide information to help remote
patients stay healthy.

1 Patients continue to access helpful

information, and outcomes are on track.

Impact to Our Obligations
Obligations: Patients must not be
harmed by compromised information.

No harm would come to patients.

> Some patients cannot access the

information they need for good outcomes.

Few patients may be harmed after
compromise of information or services.

3 We can no longer provide helpful
information to remote patients.

Many patients may be harmed
financially, reputationally, or physically,

up to and including death.

Likelihood Score

1 Not foreseeable.

Likelihood Score Defined

2 Expected to occur.

3 Regular occurrence.

Likelihood scoring is defined as the chance that an event may occur.
Source: Center for Internet Security Risk Assessment Method (CIS RAM), Version 2.1. Used with permission.

Theoretical Framework

The Cyber Security Awareness Measure-
ment Model (APAT) was used as the theoret-
ical framework for this evidence-based
project (Rahim et al,, 2015). The project
leader selected the APAT model due to
APAT's history of evaluating cybersecurity
awareness levels in university students and
employees. Employees are viewed as the
most vulnerable links in cybersecurity and
need cybersecurity awareness training to
protect themselves and their organization. It
was postulated that this framework would be
helpful with other populations (i.e., healthcare
professionals).

The APAT model's approach follows the
steps: analyze, predict, awareness, and test.
In the analyze step of this evidence-based
project, top cyber vulnerability trends were
analyzed. Examples of cyber vulnerability

trends in health care are phishing, malware,
suspicious behavior, and human error/negli-
gence. The predict step involved predicting
the behavior in the coming years (i.e., cyber-
security vulnerabilities will continue to grow
in health care).

This project included informing clinicians
of the growing and ongoing threats to
medical devices. The awareness phase in-
volved giving employees a chance to learn
best practices through meetings or learning
sessions. Clinicians were allowed to rank
high-risk medical devices in terms of their
clinical workflow inconvenience and potential
harm to patients. The test step consisted of
performing a baseline assessment of cyber-
security awareness by interviewing/testing
users to determine if their awareness in-
creased. At the end of this project, clinicians
were asked if they felt that participating in the

risk assessment was beneficial to their
clinical practice.

Project Design

This evidence-based practice project in-
cluded two phases:

1) Evaluation of selected high-risk medical
devices using CIS RAM, an evidence-
based cybersecurity risk assessment
tool.

2) Conducting a post-intervention educa-
tion session and sharing CIS RAM
medical device evaluation results to
facilitate a brainstorming discussion
session that informed the development
of a proposed mitigation plan for high-
risk medical devices.

Project Design — Phase |

A cybersecurity risk assessment was pi-
loted using a valid, reliable risk assessment
(CISRAM). The CIS RAM is a general cyber-
security risk assessment that examines crit-
ical security controls related to an
organization’s hardware, software, and vul-
nerability management. Risks to an organi-
zation's mission and impact on its
objectives/obligations can create harm to an
organization. For example, a hospital's
mission may be to provide information to
help remote patients be compliant with their
medication regime or treatment plan. Anim-
pact to that objective may be to operate prof-
itably. A hospital’s obligations may be that
patients must not be harmed by
compromised information.

Cybersecurity risk assessments are im-
portant tools for healthcare organizations to
evaluate and prioritize cybersecurity risks
and determine when cybersecurity risks are
acceptable. When using risk assessments,
organizations need to demonstrate “reason-
able” safeguards and risk management for
regulatory, contractual, or security manage-
ment purposes (Agaku et al., 2014). The CIS
RAM was designed by cybersecurity experts
from a variety of industries, including health
care. The first version was published in April
2018. Version 2.1 was published in August
2022. The original content of CIS RAM was
developed by HALOCK Security Labs. It was
based on their extensive experience helping
clients and legal authorities resolve cyberse-
curity and “due-care” issues. The CIS RAM
assessment is free and openly available to
the entire cybersecurity community regard-
less of industry sector. The CIS RAM has
been adopted by thousands of global enter-

8

Journal of Informatics Nursing —

www.ania.org * 2024 + Volume 9, Number 4


http://www.ania.org

Figure 2.
Risk Score Calculation

) Acceptable
Select Higher Risk <4
Observed Risk Observed
Score Risk Score
X = >4, 501t is not
Lost device 2 1 3 6 appropriate.

This example demonstrates how the Impact and Likelihood scores were calculated as: The Risk + Likelihood x

Impact to Mission + Impact to Obligations = A Risk Score

Source: Center for Internet Security Risk Assessment Method (CIS RAM), Version 2.1. Used with permission.

Figure 3.
CIS RAM Risk: Impact vs. Likelihood Heat Diagram

Impact

Risk Threshold <9 |

Likelihood

Reduce
Likelihood

Reduce Impact

Based on the scoring, a heat diagram demonstrates the threshold of risk of Likelihood and Impact scores are:
High Risk (red), Medium Risk (yellow), and Low Risk (green). The goal is to reduce impact and reduce likelihood

of arisk. Green areas are what is preferred.

Source: Center for Internet Security Risk Assessment Method (CIS RAM), Version 2.1. Used with permission.

prises, large and small, and is supported by
numerous security solution vendors, integra-
tors, and consultants (Center for Internet Se-
curity [CIS], nd.). The tool utilizes
cybersecurity best practices and provides a
set of standards that helps organizations
build a framework for gauging the effective-
ness of their cybersecurity programs (CIS,
n.d.).

The CIS RAM is a publicly available tool
that can be used to assess medical devices
that are connected to the internet (i.e., net-
worked devices) for the severity of cyberse-
curity risk. The tool uses a risk calculation
based on “likelihood of risk” versus “impact
of risk” to derive a score. A number is
assigned to the likelihood and impact of risk.
The CISRAM s divided into three categories:
basic, foundational, and organizational. The
foundational category provides benefits and
actions for organizations by implementing it.

The organizational category focuses on peo-
ple and processes in an organization (CIS,
n.d.). The CIS RAM bases its risk analysis
using the formula “risk = probability x
impact.” The impact of security breaches is
assessed internally and externally. Medical
devices with High Risk are those that could
pose harm to a patient and require the most
urgent attention. Medium Risk was deter-
mined as medical devices that posed a risk to
the organization or were out of compliance
with a legal standard and did not need to be
addressed as urgently. Low Risk was deter-
mined as medical devices with cybersecurity
risks that could be mitigated last and did not
cause harm to patients or organizations. Im-
pact scoring is defined as the possible impact
on the hospital's or department’s overall mis-
sion. It also calculates the possible impact to
cause patient harm. Figures 1, 2, and 3

demonstrate how the CIS RAM risk score was
calcuated.

A list of medical devices was obtained
from the health system’s clinical engineering
department. It is common for a hospital to
have several thousand medical devices ac-
tively running on their network. However, for
this study, only medical devices that are
deemed high risk were analyzed. High-risk
devices were identified by using the medical
device asset tracking and management soft-
ware used by the clinical engineering depart-
ment. This software receives information
regarding medical devices and publicly dis-
closed information about cybersecurity vul-
nerabilities and exposures. This data is
provided and updated by device manufactur-
ers and CISA. A medical device may be cate-
gorized as high risk because it may have been
running on outdated operating systems soft-
ware, have outstanding patches that may
need to be installed, or have known cyberse-
curity vulnerabilities that the vendor has di-
vulged.

Project Design — Phasel I

A facilitated virtual group session was
conducted to educate clinicians about
medical device cybersecurity and to collect
the results of the CIS RAM assessment. Par-
ticipants signed waivers of privacy and con-
sent before participating in the discussion
session. During this meeting, additional data
was collected via a facilitated brainstorming
discussion. Data from this discussion was
collected to gain insight into participants’ per-
spectives regarding clinician involvement in
cybersecurity risk assessments. Responses
also were used to inform the development of
a proposed mitigation plan for high-risk
medical devices. Overall discussion themes
were collected via notetaking. The open-
ended questions included: (1) How would you
score each medical device based on potential
harm or clinical workflow inconvenience? (2)
What do you suggest to mitigate the high-
risk medical devices? (3) Now that you know
the results of the assessment, do you find this
helpful or not in your clinical practice? (4)
How do you suggest that your hospital
involve clinicians in medical device cyberse-
curity?

A scheduled 1-hour online meeting with
nurse informaticists and clinical engineering
was the mechanism for information sharing.
Conversation highlights and brainstorming
responses from clinical leaders were
recorded with notetaking by project leaders.
Project leaders identified key messages and
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themes by reviewing the notes and
discussing congruent perceptions from the
conversations. These answers were used to
provide insight into a risk mitigation plan for
the health system. In addition, clinicians’ in-
sights were used to confirm the value the cli-
nicians can add when being included in
medical device cybersecurity risk assess-
ments.

Project Results

Project Setting

The setting was a 792-bed health
system located in the Gulf Coast region of the
United States. The health system consisted
of three hospitals classified as urban, subur-
ban, and rural/community hospitals.

Project Population

The population included in this project
were nurse informaticists, a director of infor-
matics, and a clinical engineering profes-
sional. Project participants were self-selected
by volunteering to attend the virtual educa-
tional/results-sharing session. Participants
were recruited through email communication
1-2 weeks before the educational/results-
sharing session and selected by their
manager based on their willingness to par-
ticipate. All participants had previous expe-
rience using medical devices. The sample
size was kept small (n=19) to provide ample
time for interactive conversation and the col-
lection of participants’ perspectives during
the results-sharing session.

Phase |

There were 4,292 medical devices iden-
tified as actively communicating on the
health system’s network infrastructure. The
project’s evaluative results involved a
complex process that entailed the under-
standing of the medical device CVEs and the
solutions suggested by manufacturers/cy-
bersecurity experts to mitigate cybersecurity
risks. Eight hundred six devices were
deemed high risk based on the health
system's medical device asset management
software. This represented approximately
19% of the health system’s total medical de-
vices.

The 806 high-risk medical devices were
further reviewed for their clinical effects of
CVEs and their suggested solutions to miti-
gate the risks of a medical device. From this
review process, only four medical devices
were selected for additional evaluation. The
key determining factor for selection of these

four devices was daily clinical practice use.
Due to the project design for ample time al-
lotment during the brainstorming discussion,
the final selection of high-risk medical
devices was further narrowed to two devices:
an infusion pump and an imaging worksta-
tion. The infusion pump was found to have a
CVE and if a successful cyberattack occurred,
the attacker could impact the core functions
of the infusion pump. For instance, an
attacker  could  remotely  intercept
unencrypted communications from the de-
vice, permit an unauthorized person to
change how the pump delivers intravenous
medications, alter medication selection, or
even potentially dispense a lethal dose of
medication. The CVE for the imaging work-
station was that an attacker who successfully
exploited the vulnerability could take control
of the system. Risk mitigation strategies for
each medical device's CVE was researched.

Phase Il

The project lead provided a cybersecu-
rity awareness education slide presentation
to clinical leadership detailing which high-risk
medical devices were used within their facil-
ities and clinical practice. Clinicians also were
informed about possible solutions to mitigate
the CVEs for each medical device.

Clinicians were then asked to use the CIS
RAM methodology to rank each medical de-
vice's mitigation strategies based on clinical
workflow inconvenience and potential to
harm patients. A score of 3 was the highest
level of clinical workflow inconvenience and
potential to harm patients. A score of Twas
the lowest level of clinical workflow incon-
venience and potential harm to patients. Cli-
nicians provided comments if a risk
mitigation strategy had an impact on clinical
engineering staff or if the medical device’s
current functionality would be affected (see
Table ).

After ranking the medical devices, clini-
cians’ suggestions were collected for the risk
mitigation strategies proposal. These risk
mitigation strategies were shared with the
health system and formulated the health sys-
tem’'s medical device cybersecurity risks
process. These brainstorming discussion
findings recommended that clinicians be in-
cluded in ongoing cybersecurity education
throughout the health system.

Practice Implications

Healthcare organizations continually face
cybersecurity threats, as cybercrimes have

drastically increased in type, impact, and fre-
quency. These attacks have the potential to
negatively impact patient privacy, the ability
of clinicians to deliver care, and the security
of healthcare organizations. Medical devices
can be compromised by malicious actors, po-
tentially placing the lives of patients at risk.
While there are no reports of direct attacks on
medical devices, many hospitals have
been targeted with ransomware, which can
affect patient care. The opportunities to ad-
dress the issue include conducting cyberse-
curity risk assessments, educating clinicians
about cybersecurity risk, and developing or-
ganizational-specific evidence-based cyber-
security risk mitigation plans.

A plethora of medical devices used by
clinicians are connected to the internet (ven-
tilators, infusion pumps, defibrillators, patient
beds, handheld devices, and systems for pa-
tient monitoring and management). Yet, this
project highlighted that clinicians were un-
aware of the amount of internet-connected
medical devices utilized in their clinical prac-
tice and the risks associated with these de-
vices. However, upon learning about these
risks, clinicians felt that being informed was
important to their practice, as they are re-
sponsible for providing safe and efficient care
while using medical devices.

Clinicians in this project also wanted to
have a “voice” in the cybersecurity risk as-
sessment process. Clinician inclusion
provides the healthcare organization with
added protection due to cybersecurity
awareness and threat mitigation. A
healthcare organization’s cybersecurity pos-
ture can be reinforced because clinicians may
be more receptive to requirements or
changes to minimize cybersecurity risks.
They will no longer feel that workflow
changes are occurring randomly and without
explanation if a medical device needs to be
updated or taken out of service. Ultimately,
awareness, open communication, and inclu-
sion promote a culture of engaged clinicians
who are committed to detecting and stopping
cyber incidents.

The World Health Organization (n.d.) es-
timates there are over 2 million different
kinds of medical devices on the world market.
Evidence-based practice tools, such as the
CIS RAM, and others should continue to be
evaluated for how they can be best utilized to
assess medical device cybersecurity risks.
The use of CIS RAM for medical device cy-
bersecurity risk evaluation is in its infancy.
However, the assessment methodology can
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Table 1.

Clinician Feedback Regarding Cybersecurity Risk Mitigation Strategies for Select Medical Devices (n=19)

Clinical Workflow

Potential Harm to

Recommendation/Mitigation 2 2 Comments
Inconvenience Patients
Infusion Pumps
Manually close Port 20/FTP and Port 23/TELNET on the > 15 Likely to inconvenience clinical engineering
affected devices ’ staff
Disconnect the device from the wireless network 3 3
Place pumps on a separate subnet, isolated from the internet 1 1
by a firewall
Replace current infusion pumps with updated versions of > 1
pumps
Imaging Workstation
Microsoft update/patch (offline for 1day) 3 3+ 3pdates iy sane e e fLnat e e
epend upon
Scan the device occasionally, risks shutting it down or 1 1
rebooting
Remove the system from the internet 3+ 3
Place equipment behind a firewall introducing significant lag > 1
~I minute

be tailored to adequately assess medical de-
vice cybersecurity risks.

Conclusion

Cybersecurity risk assessments are
complex and involve understanding the com-
mon vulnerabilities and exposures that many
medical devices may have. Cybersecurity
awareness also involves understanding the
clinical implications of risk mitigation strate-
gies, such as workflow inconvenience and the
potential to harm a patient. Medical device
cybersecurity is an interdisciplinary process
that cannot be done without clinician in-
volvement. It is hoped that the results of this
project may lead to more cybersecurity risk
assessment discussions and meetings that
engage clinicians. The project team recom-
mends that healthcare organizations create
cybersecurity committees that incorporate
clinicians into the cybersecurity posture of an
organization.

A benefit of this work was strengthened
interprofessional relationships. Clinical engi-
neering remarked after the presentation to
clinicians that “it was music to their ears!”
This resulted in clinicians having a better un-

derstanding of cybersecurity and wanting to
be involved in their health system’s cyberse-
curity awareness efforts. Furthermore, clini-
cians identified so well with the presentation
slide showing pictures of medical devices
used in their daily practice that they
requested permission to use the slide in their
health system’'s ongoing cybersecurity
awareness campaign.

There is high interest by healthcare or-
ganizations regarding cybersecurity and in-
tervention, as cyberattacks continue to
plague health care. However, there currently
are no published works regarding clinician
participation in medical device cybersecurity
risk assessments. Dissemination of this work
regionally, nationally, and internationally via
publication or presentations would be ideal
for spreading this message.

This project may serve as an exemplar
for other healthcare organizations by high-
lighting the importance of including clinicians
in medical device cybersecurity risk assess-
ments. Clinical leadership and patient safety
should be represented in all decisions regard-
ing medical device cybersecurity, including
equipment life cycle planning, procurement

decisions, replacement planning, and
security workflows. An informatics nurse
would be ideal for a clinical cybersecurity role
within a healthcare organization. They can
serve as the intermediary between cyberse-
curity and clinical engineering professionals.
In addition, their expertise would allow them
to illustrate to health system leadership the
negative effects of not having a clinically sup-
ported cybersecurity program. Informatics
nurses’ strong understanding of workingin a
clinical setting, technical skills, and ability to
quickly adapt to emerging technologies make
them ideal to be the clinical link in a medical
device cybersecurity paradigm. @
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Impact of Using Handheld Mobile Devices on Barcode

Medication Administration Overrides among Registered Nurses

and Respiratory Therapists in a Community Hospital Setting

Lilly Mathew, Luciann Sackett, Bissoondaye Ragoonanan,
Maria Grella, Erica Gateau, and Theresa Dillman

A research study was conducted to understand barcode medication administration overrides among registered nurses and respiratory
therapists in a community hospital setting using handheld mobile devices. Statistically significant differences were found among groups

and specialty units

Keywords: handheld mobile devices, barcode medication administration, BCMA overrides, registered nurses, respiratory therapists, specialty

units

Barcode medication administration
(BCMA) technology involves placing a unique
identifier (barcode) on each medication that
is machine readable by an optical scanner
and that encodes the National Drug Code
(Cochran et al., 2007). Hospitalized patients
have the barcode affixed to their
identification bracelets for accurate patient
identification. Several patient safety organi-
zations, such as the Agency for Healthcare
Research and Quality and Institute of Medi-
cine, have endorsed BCMA technology. Over-
riding BCMA systems can potentially lead to
medication errors and patient harm.

Background and Significance

The purpose of the BCMA system is to
promote patient safety. It can prevent med-
ication errors by 57% (Khammarnia et al.,
2015). The consistent use of BCMA improves
patient safety by decreasing the number of
patients harmed by medication administra-
tion errors (Thompson et al., 2018). Technical
factors like compatibility, interconnectivity,
integration, design, and ease of use play a role
in the safe use of BCMA systems (Heikkinen,
2022). BCMA process issues lead to BCMA
overrides, documented as workarounds in
the literature, and have consequences due to
bypassing the safety features of BCMA tech-
nology (Boehme et al,, 2022). The shortcom-
ings in BCMA design, implementation, and
workflow integration encourage work-
arounds. Therefore, integrating BCMA within
real-world clinical workflows requires atten-
tion to ensure safety (Koppel et al.,
2008). Studies have found that BCMA
detects and eliminates medication adminis-
tration errors (Zheng et al., 2021). Thus, over-
riding BCMA is a patient safety issue as it
increases the risk of medication administra-

tion errors. BCMA overrides are documented
as workarounds in the literature with conse-
quences of wrong medication administration,
wrong doses, wrong times, and wrong for-
mulations (van der Veen et al., 2018). Some
ergonomics and behavioral factors like poor
cart ergonomics and perceived time ineffi-
ciency also were found to be contributing
factors to BCMA overrides, and the impor-
tance of behaviors and motivation were also
identified as key factors to consider for de-
creasing BCMA workarounds (Grailey et al,,
2023).

Traditionally, scanners attached to desk-
top computers were used for BCMA, but they
are increasingly being replaced with
handheld mobile devices (HHMDs). HHMDs
are mostly mobile wireless devices like cell
phones that directly interface with the elec-
tronic health record (EHR) and have BCMA
scanning applications. Prime examples are
the Epic System Rover™ and Sunrise System
Zebra™ phones. In recent literature, use of
handheld barcode scanning devices for
nurses has been found to reduce the time for
medication administration with an average
time saving of 5 minutes and 19 seconds per
item and 3 hours and 24 minutes of nursing
time per day (Meren & Waterson, 2021). Lit-
erature suggests work system adaptations
are needed to optimize the use of BCMA by
nurses during medication dispensing and ad-
ministration (Mulac et al., 2021). Therefore, it
is important to study how newer mobile ap-
plications impact BCMA overrides and gen-
erate new evidence to advance nursing
science. It is important to understand if
HHMDs decrease BCMA overrides and im-
prove barcode scanning compliance with
medication administration. Therefore, this
study sought to determine if using HHMDs

decreases BCMA override entries in various
clinical specialty units, and the differences
between override reasons when using
HHMDs compared to traditional scanners.

Literature Review

To understand research gaps in BCMA
overrides with HHMDs, literature reviews
were conducted in CINAHL, One Search,
Google Scholar, and PubMed using key terms
like BCMA or barcode medication adminis-
tration overrides and mobile devices, BCMA
overrides and handheld mobile devices,
BCMA and medication systems, overrides
and workaround with BCMA, and nursing
and smartphone or handheld device and pa-
tient safety. Articles included were original
evidence-based research studies, evidence-
based practice projects, and quality improve-
ment (Ql) projects within the last 7 years.

Specifically, two Qlinitiatives were found
to be related to understanding the impact of
HHMDs on BCMA compliance. Rapid Plan-
Do-Study-Act (PDSA) cycles improved
BCMA  scanning compliance in the
emergency department (ED) using re-
designed workflows and addressing chal-
lenges with the current process through
intense educational efforts (George & Jacob,
2022). Another QI project on understanding
staff compliance with BCMA using post-im-
plementation of the Rover app on mobile de-
vices in the ED found that scanning
compliance peaked at 93%-94%. In addition,
staff reported ease of use in a staff-perceived
usefulness self-report survey, and mobile de-
vices helped increase staff compliance with
barcode scanning and decreased the reasons
like a scanner being broken or unavailable
(Kirit, 2023).
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Another study evaluated nurses’ compli-
ance with BCMA scanning post-implemen-
tation of the Epic Rover app and found that
BCMA compliance increased in the ED from
82% to 95% when compared to the overall
hospital-wide units (Baptiste et al., 2020).
Overall, the use of a handheld mobile barcode
scanning device for nurses has been found to
have positive outcomes, such as time saving
of 3 hours and 24 minutes of nursing per day
(Meren & Waterson, 2021). Research
evidence supports the use of HHMDs to im-
prove BCMA compliance mostly in the ED
area. No studies were found to be related to
BCMA overrides within various specialty
units in a simultaneous manner within a
community hospital setting among interdis-
ciplinary staff who administer medications
like the registered nurses (RNs) and respira-
tory therapists (RTs). Additionally, published
study designs were mostly QI projects or
self-reported surveys. Therefore, this study
was designed to address this gap as it was
conducted in a community hospital setting in
the northeast region of the United States in-
cluding various practice units and among in-
terdisciplinary staff RNs and RTs utilizing
retrospective data analysis of all override
events 6 months prior (with scanner) and 6
months post (with HHMD). In the research
setting, HHMDs for BCMA were imple-
mented for RNs and RTs to promote ease and
improve medication scanning compliance
and safe medication administration. The
study was conducted to understand if using
HHMDs decreases BCMA override events in
all specialty units among RNs and RTs within
a community hospital setting.

Theoretical Framework

This study was grounded in the theoret-
ical foundation of nursing informatics in the
data, information, knowledge, and wisdom
(DIKW) framework (Graves & Corcoran, 1989;
Nelson, 2018, 2020; Nelson & Joos, 1989).
DIKW concepts are considered meta struc-
tures supporting all nursing informatics
practice, originating from computer and in-
formation sciences, and are the most current
model adopted in the field of nursing infor-
matics (Matney et al., 2011). In this study, the
override entries by RNs and RTs in the EHR
were considered as the primary data points,
which were then extracted and coded
together to generate information that was
then analyzed into knowledge that can be
clearly applied in related clinical settings (see
Figure1).

Figure 1.
Research Process

Vo »

BCMA=bar code medication administration, EHR=electronic health record, RN=registered nurse, RT=respiratory

therapist

Research Aims

A literature gap was identified related to
understanding the frequency and reasons for
BCMA overrides with HHMDs within various
specialty units in a simultaneous manner
within a community hospital setting among
interdisciplinary staff (RNs and RTs) who ad-
minister medications. Therefore, this study
was designed to address this gap. The study
aims were to understand if using HHMDs de-
creased BCMA override events in a commu-
nity hospital setting among RNs and RTs
who administer medications in various spe-
cialty units, namely medical-surgical (MS),
acute rehabilitation (AR), critical care (CC),
telemetry unit (TU), peri-operative units
(PU), and ED.

Research Objectives
The objectives of the research were to:

1) Study overall differences in BCMA
overrides among RNs and RTs before
and after implementation of a HHMD in
a community hospital setting.

2) Study differences in types and
frequencies of BCMA override reasons
reported by RNs and RTs at various
practice units within a community
hospital setting.

Research Questions

1) Does using HHMDs for medication
administration in a community hospital
setting decrease overall BCMA override
events among RNs and RTs?

2) What are the differences in types and
frequencies of BCMA override reasons
reported by RNs and RTs at various
practice units within a community
hospital before and after the
implementation of HHMDs for medica-
tion administration?

Research Method

Research Design

This quantitative quasi-experimental ex-
post facto observation study compared
BCMA override events of RNs (n=208) and
RTs (n=20) from 6 months before to 6
months after implementation of HHMDs. In
the 6-month pre-period, scanners connected
to workstations on wheels were used for
BCMA. In the 6-month post-period, HHMDs
were used for BCMA.

Setting

The study was conducted in a 175-bed
community hospital setting in the northeast
region of the United States. The hospital spe-
cialized units included in the study were ED,
CC, MS, PU, TU, and AR. The hospital em-
ployed 208 RNs and 20 RTs, including part-
time, full-time, and per diem staff at the time
of the study. Approval to conduct the
research study was obtained from the sys-
tem’s institutional review board with addi-
tionalinstitutional approval. Datasets did not
contain any personal identifiers of RNs, RTs,
or patients who received medications.

Data Collection

Data were entered as BCMA override en-
tries in the EHR during practice by RNs and
RTs. BCMA override entries were extracted
from the EHR in the form of BCMA compli-
ance reports generated from System Health-
care Analytics Prod. BCMA override events
were entries in the Sunrise Clinical Manage-
ment Systems™. De-identified datasets were
obtained from systems healthcare analytics
prod after the removal of all identifiers linked
to RNs, RTs, and patients. Datasets were
coded and retro analyzed using both
Microsoft Excel® and Statistical Package for
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Table 1.

Barcode Medication Administration Override Reasons Reported with Descriptions

Override Category

Descriptions

Total Count | Percentages

1. | Technical Barcode not scanning, system downtime, n=14,313 71.0%
Malfunctions (TM) [ mobile device malfunction, mobile device
timed out, data transfer issues to EHR,
computer malfunction, need IT
association (linking barcode with
medications), internet connectivity issues
and system error
2. |Barcode-Related Barcode missing, no patient ID bracelet, n=2,834 14.1%
(BR) barcode damaged, label missing, no
scanning code
3. |Emergency Rapid response and code n=1,200 6.0%
Situations (ES)
4. |Medication-Related |Dosage changes, patient's own n=263 1.3%
(MR) medications, late medication delivery,
pharmacy approved overrides, double and
duplicate order, dosage adjustment
5. | Patient-Related (PR) |Patient unavailable, patient refused, n=14 0.6%
patient refused then requested,
medication held, patient combative or
agitated, patient self-administered, patient
no longer on medication, patient not in the
census to scan, patient requested
6. |Device-Related (DR) |Scanner unavailable, mobile phone n=292 14%
unavailable
7. |Medication Administered earlier by other, not in n=187 09%
Administration- timeframe, awaiting pharmacy
Related (MA) verification, no EHR access for orientees,
late administration
8. | COVIDIsolations (CI) |Patient inisolation room n=140 0.7%
9. |Human Factors (HF) |Label discarded accidently, forgot to mark n=94 0.5%
the complete, forgot to scan, family
requested, late documentation
10. [Other (OT) No reason for override was provided, n=710 3.5%
used alpha-numerical code, illegible and
incomprehensible reasons were listed

Social Sciences (SPSS) version 28.0° (IBM,
2021).

Data Analysis

Extracted data were initially separated 6
six months pre when scanners were used
and 6 months post when HHMDs were used.
The data were analyzed descriptively and
compared using inferential statistical tests.
The significance level for this study was set
at alpha =.05, with confidence interval set at
95%. Frequency distributions were obtained
for BCMA overrides pre and post among RNs
and RTs and then separated into various spe-
cialty units, including MS, AR, CC, TU, PU, and

ED, and were compared before and after for
differences.

Nonparametric tests were used to deter-
mine if a significant difference was noted be-
tween the two groups (RNsand RTs) pre and
post. BCMA pre- and post-override differ-
ences on various units by specialty areas
were analyzed using cross tabulations in
SPSS, which is a simple extension of fre-
quency analysis that enables examination of
frequency associations between two or more
categorial variables (Kim et al,, 2022).

The descriptives, frequency distribu-
tions, cross tabulations, and nonparametric
tests like the Mann-Whitney U test were uti-
lized for data analysis. Mann-Whitney U test

is a nonparametric test that can be used to
compare all data belonging to one group with
the other group and calculate the probability
of one group being greater or lesser than the
other (Nahm, 2016). Categories for override
reasons were compared among RNs, RTs,
and units during pre (scanner) and post
(HHMD) using cross tabulations and
Pearson’s chi-square tests to identify statis-
tically significant differences.

The reported override reasons were
coded numerically and then were analyzed
for frequency distributions (see Table 1) and
compared to understand differences in re-
ported reasons for overrides in the pre and
post period. Override reasons that were sim-
ilar in nature were combined, and a color-
coded table showing the differences in
override reasons in various specialty units
was generated (see Table 2).

Results

The total number of BCMA override
events observed during the study period (12
months) was 20,149. Overall pre overrides
with scanners were 9,775 (48.5%) and post-
overrides with HHMDs were 10,374 (51.5%),
anoverall increase in overrides of 3%, Mann-
Whitney U z=(-4.44), p<.001. Among RNs,
pre overrides with scanners were 9,650
(48.4%) and post with HHMDs were 10,303
(51.6%), an increase of 3.2%, z=(-141.24),
p<.001. Among RTs, pre overrides with scan-
ners were 126 (64.3%) and post with HHMDs
were 70 (35.7%), a decrease of 28.6%, z=
(-1396), p<.001.

RNs

Among RNs, BCMA override event de-
creases were noticed in the ED pre 1,426
(56.2%) and post 1,110 (43.8%), a decrease of
12.4%, z=(-50.30), p<.001; CC pre 951 (53%),
and post 842 (47%), a decrease by 6%, z=
(-42.33), p<.001; MS pre 1190 (53%) and post
1,055 (47%), a decrease of 6%, z=(-47.37),
p<.001;and TU pre 569 (51.8%) and post 530
(48.2%), a decrease by 3.6%, z=(-3314),
p<.001. Override events increased in the PU
pre 405 (48%) and post 439 (52%), an in-
crease of 4%, z=(-29.03), p<.001;and AR pre
5,100 (44.6%) and post 6,327 (55.4%), anin-
crease of 10.8%, z=(-106.89), p<.001.

RTs

Among RTs, override events decreased
in the ED pre 10 (100%) and post O (0%), a
100% reduction; PU pre 11(84.6%) and post 2
(15.4%), a decrease of 69.2% (15.4%), z=
(-3.46), p<.001; MS pre 39 (83%) and post 8
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Table 2.

Barcode Medication Administration Override Reasons Reported in Specialty Units

Override

Reason | Department

™

BR

ES

MR

PR

DR

MA

cl

HF

oT

Emergency | AcuteRehab| Med-Surg

Peri-

Critical Care Operative

Telemetry

Note: Red indicates increased reasons with handheld mobile devices. Blue indicates decreased reasons with

handheld mobile devices.

BR=barcode-related, CI=COVID isolations, DR=device-related, ES=emergency situations, HF=human factors,
MA=medication administration-related, MR=medication-related, OT=other, PR=patient-related, TM=technical

malfunctions

(17%), a decrease by 66%, z=(-6.78), p<.001;
and TU pre 15 (88.2%) and post 2 (11.8), de-
creasing by 76.8%, z=(-4.00), p<.001. There
was an increase in override events in the AR
pre 37 (49.3%) and post 38 (50.7%), an in-
crease by 1.4%, z=(-8.60), p<.001. RTs do not
administer medications in the critical care
settings at the study site.

Specialty Units

When overall overrides were examined
by specialty units combining RNs and RTs,
decreased BCMA overrides were found in the
ED pre 1,435 (56.4%) and post 1111 (43.6%), a
decrease by 12.8%, z=(-50.45), p<.001; CC
pre 951 (53%) and post 842 (47%), a
decrease by 6%, z=(-42.33), p<.001; MS pre
1,229 (53.6%) and post 1,063 (46.4%), a de-

crease by 7.2%, z=(-47.86), p<.001; and TU
pre 584 (52.3%) and post 532 (47.7%), a de-
crease by 4.6%, z=(-33.39), p<.001
Overrides increased in the AR pre 5137
(44.7%) and post 6,365 (55.3%), an increase
0f 10.6%, z=(-107.24), p<.001; and PU pre 416
(48.5%) and post 441(51.5%), an increase by
3%, z=(-29.26), p<.001.

Reported Override Reasons

Reasons for BCMA override events re-
ported by RNs and RTs were coded numeri-
cally. Initially, a total of 49 types of override
reasons were reported, which were further
grouped into 10 main categories based on
similarities in consultation with the research
team members and were further analyzed for
frequency distribution (see Table 1). The 10

categories with their frequency in
percentages were technical malfunctions
(TM, n=14,313, 71%), accounting for the
highest reason documented for BCMA over-
rides, followed by barcode-related (BR)
issues  (n=2,834, 141%), emergency
situations (ES, n=1200, 6%), other (OT,
n=710, 3.5% ), device-related (DR, n=292,
14%), medication-related (MR, n=263,1.3%),
medication administration-related (MA,
n=187, 0.9%), COVID isolations (Cl, n=140,
0.7%), patient-related (PR, n=114, 0.6%), and
human factors (HF, n=94, 0.5%). Each cate-
gory is described in Table 1.

The differences in overall BCMA override
reason categories were compared for pre—
and post-tabulations in SPSS using cross
tabulations. Among RNs, a decrease in TM,
ES,DR, MA, Cl,and OT and anincrease in BR,
MR, PR, and HF were noted with HHMD,
Pearson’s chi-square X2 (9, n=19951)
=540.49, p<.0 01. Among RTs, no statistically
significant differences were noted, Pearson’s
chi-square X2 (8, n=196) =10.42 p>.0 O1.
However, overall reductions were found in
TM, BR, ES, MR, PR, DR, MA, HF, and OT with
the use of HHMDs. No Cl overrides were
noted among RTs.

When reported overriding reasons per
specialty units were compared, all units con-
sistently had an increase in overrides using
HHMDs in the MR category and a consistent
decrease in overrides related to other (OT)
reasons in all units. A decreasein TM, BR, and
DR overrides was noted across all units with
HHMDs, except for a slight increase in PU
units.

In the ED, a decrease was found in BR,
ES, DR, MA, and OT, and an increase was
seenin TM, MR, PR, and OT with the use of
HHMDs, Pearson's chi-square X° (8,
n=2,546) =60.78, p<.001. In CCU, there was
adecreasein TM, BR,DR,MA,and OT and an
increase in ES, MR, PR, Cl, and HF using
HHMDs, Pearson's chi-square X? (9,n=1,793)
=37.86 (p<.001).In SU, there was a decrease
in ES, MA, Cl,and OT and an increase in TM,
BR, MR, PR, DR, and HF, Pearson’s chi-
square X? (9, n=857) =31.75, p<.001. In MS,
there was a decrease in BR, ES, PR, DR, MA,
Cl,HF,and OT and anincrease in TM and MR
using HHMDs, Pearson’s chi-square X2 (9,
n=2,292) =146.51, p<.001. In TU, a decrease
was found with TM, BR, PR, DR, MA, ClI, HF,
and OT, and anincrease was found in ES, MR,
and HF, Pearson’s chi-square X? (9, n=1,116)
=20.34, p<.05.InRU, there was a decrease in
TM, ES, and DR with an increase in BR, MR,
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PR, MA, Cl, HF,and OT using HHMDs. Statis-
tically significant differences were found X?
(9, n=11,500) =1160.51, p<.001. In MS, a de-
crease was found in BR, ES, PR, DR, MR, Cl,
HF, and OT and anincrease was foundin TM
and MR, Pearson’s chi-square X? (9, n=2,292)
=146.52, p<.001 (see Table 2).

Discussion

An overall increase in BCMA override
events were noted with the use of HHMDs
among RNs when compared to RTs where
there was an overall decrease. When exam-
ining overrides by unit, there was a decrease
in BCMA override events in the emergency
department, critical care areas, medical-sur-
gical units, and telemetry units. However, we
found increase in BCMA overrides with
HHMDs in peri-operative and acute rehabili-
tation units. The finding of improved BCMA
scanning with mobile devices in the emer-
gency room also was noted previously in the
literature (Kirit, 2023).

The major reason reported for BCMA
overrides was technical malfunctions (71%),
which included scan failures, mobile device
malfunction, electronic data transfer issues
from the mobile application to EHR, internet
connectivity, and system and information
technology related issues. These are circum-
stances in which the staff who administer
medications have no control, and since med-
ication must be administered in a timely
manner, a workaround to override the BCMA
system occurs.

When examining the reasons for over-
rides noted among RNs and RTs, there was a
decrease in all 10 classified override reasons
reported among RTs using HHMDs and six
among RNs, namely TM, ES, DR, MA, Cl, and
OT. It is interesting to note that the most
common BCMA override reported reason of
technical malfunctions decreased with the
use of HHMDs. Additionally, overriding in
emergency situations, and in COVID-related
isolation rooms also decreased with the use
of HHMDs. This is a promising find. However,
anincrease in override reasons with HHMDs
among RNs was found with barcode
scanning issues, medication-related, patient-
related, and human factors. Medications with
faded barcodes, like ointments in tubes and
missing barcodes due to damaged labels,
were noted to increase. Overrides due to pa-
tient's own medication use during hospital-
izations were noted to increase. Among
human factors, forgetting to scan the med-
ications before opening them and discarding

labels before scanning were noted issues that
are linked to practice behaviors. This finding
is consistent with previously identified nurse
behaviors and motivation as key factors to
consider for decreasing BCMA workarounds
(Grailey et al,, 2023). In all units, an increase
in overrides were related to medication
dosage changes, patient’s own medications,
late  medication delivery, pharmacy-
approved overrides, double and duplicate or-
ders, and dosage adjustment.

Strengths and Limitations

The strengths of the study included the
ability to examine areal-world situationin the
naturalistic setting as it occurred. BCMA
overrides occur daily in clinical settings as a
workaround to administer medications in a
timely manner. We were able to study the
overrides under two conditions, during the
pre-period when scanners were used and
post-period when HHMDs were used for bar-
code scanning. The study was cost-effective
as we did not manipulate any variables or
need to create artificial settings. The study
decreased data collection time as we utilized
existing data. We were able to obtain and an-
alyze a large sample size of 20,149 BCMA
override entries. The ethical concerns were
minimal as we did not manipulate data to
study outcomes, which limited bias. The
study findings are generalizable to a similar
setting.

The study also had clear limitations. We
were unable to study within subject differ-
ences among RNs and RTs using HHMDs.
This could not happen due to the sensitive
nature of the study. It was required to remove
all staff and patient identifiers to protect the
subjects, and we could not pair the dataset
but only study it as a pre- and post-group, in-
dependent of the condition of using a scanner
in pre-group and HHMD in post-group. An-
other limitation of this study was that it was
a single-site study with limited specialty
areas. Another major limitation is that the
override reasons entered in the system were
self-reported and the system itself lacks the
capability of verifying override reasons as ac-
curate. Another limitation of an ex post facto
study is that we can find and report a change
between two conditions but cannot state the
cause for the change due to the inability to
manipulate or control variables, and the de-
sign lacks randomization.

Implications and
Recommendations

Innovative technologies that promote
convenience like mobile handheld devices for
medication administration are promising and
may contribute to a decrease in BCMA over-
rides in some clinical units. Therefore, it is es-
sential to monitor BCMA overrides and
identify units that need technical support,
improved workflows, and nurse behaviors to
enhance and promote safety practices like
barcode scanning to prevent medication er-
rors and promote patient safety. HHMD over-
rides due to technical malfunction of the
device have decreased along with overriding
in emergency situations and in COVID-
related isolation rooms.

This study supports the use of HHMDs
for BCMA and recommends close monitoring
of BCMA compliance per unit to track
patterns in BCMA overrides. BCMA override
reasons reported in this study can be used to
design unit/specialty-based and targeted in-
terventions to improve BCMA compliance
and promote patient safety. Also, we recom-
mend making personal weekly override logs
available to nurses to improve insight into
personal performance and compliance with
BCMA scanning.

Among RNs who administer medica-
tions inamuch larger capacity in a healthcare
facility than RTs, they should consider focus-
ing on barcode-related issues, including
medication-related, patient-related, and
human factors to improve BCMA compliance.
Human factor-related issues like accidentally
discarding labels with barcodes, forgetting to
scan medications, forgetting to complete es-
sential steps, and late documentation of
medication administration in BCMA scanning
can be improved through education and
practice. To decrease barcode-related issues,
nurses must work closely with the pharmacy
and consider making a barcode printer avail-
able on units to replace previously approved
and verified but damaged or missing bar-
codes.

Regarding medication-related issues
that were identified in this study, we recom-
mend that patients’ own medications are all
re-labeled with barcodes upon patient arrival
if used and to speed up pharmacy verifica-
tions with new prescriptions and with
changes of dosage of medications using ad-
vanced technologies. The EHR should be ca-
pable of automatically detecting and
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eliminating double and duplicate medication
orders.

Regarding patient-related issues like pa-
tient refusal, it is important to educate nurses
to avoid overriding and indicating patient re-
fusal. However, in cases where the patient re-
fused and then later changed their mind,
there should be provisions made available in
the EHR to reverse refusal, add an
addendum, or use the reset function. When
a patient is combative and agitated, nurses
should have an alternate identification label
placed elsewhere, secure it in the patient’s
bedside, and have additional identifiers like
biometrics and facial recognition capable ap-
plications.

Additionally, advanced EHRs should be
able to detect override reasons automatically,
eliminating self-reporting capability. For ex-
ample, if a scan fails, then it should allow an
automatic override and capture, therefore
eliminating all self-reporting and self-over-
riding capabilities with limited managerial
override approvals, only in emergencies.

In conclusion, BCMA override events can
be minimized by implementing strategies
that address reasons that staff indicate in the
EHR when overriding. However, it is
important to extract BCMA compliance data
regularly and identify patterns and trends
through data analytical techniques so that
unit-based targeted interventions can be im-
plemented to improve BCMA compliance and
promote patient safety by decreasing med-
ication errors.

Nursing Informatics Practice Implications
The study has direct implications on
nursing informatics practice. Nurse infor-
maticists should regularly review BCMA
compliance reports with the increasing use of
mobile devices. The majority of the override
reasons reported in the study were technical
malfunctions, which requires nurse infor-
maticists’ engagement and intervention. Is-
sues like barcode not scanning, system
downtime, mobile device malfunction, mobile
device time out, data transfer issues to EHR,
computer malfunction, IT association issues
with linking barcode with medications, inter-
net connectivity issues, and system error re-
quire informatics intervention.  With
increased use of advanced technologies like
HHMDs in clinical practice, there is a need to
increase  appointments  of  nurse
informaticists to address technical issues.

Conclusion

This study examined overall differences
in BCMA overrides among RNs and RTs be-
fore and after implementation of HHMDs in a
community hospital setting. We were able to
study differences in types and frequencies of
BCMA override reasons reported by RNs and
RTs in various practice units. Use of HHMDs
for medication administration did not de-
crease BCMA overrides among RNs, but they
decreased significantly among RTs. The
most common reason reported for BCMA
overrides in all specialty units was technical
malfunctions, which were noted to decrease
with the use of HHMDs among RNs and RTs.

The insight gained from this study sup-
ports the use of HHMDs for BCMA, as we
found decreased BCMA overrides in many
specialty units. The next step is to design
unit-based targeted interventions to support
the use of BCMA systems and decrease over-
rides by providing technical support, educa-
tion, improved workflows, improved
collaboration with pharmacy, and changing
institutional policy to allow overrides due to
verified technical malfunctions. Currently, the
institutional policy only allows overriding in
emergency situations. This study has pro-
vided adequate evidence to advocate for a
change in policy to allow verified overrides
due to technical malfunctions, as RNs and
RTs have no control over technical malfunc-
tions and might not have technical support
available on hand to address this
immediately.

It is important to continue to review and
analyze BCMA overrides on a regular basis
to identify trends and patterns so that unit-
based interventions can be implemented to
improve safe medication administration. It
is crucial to avoid overriding systems that
are designed for decreasing medication ad-
ministration errors and promoting patient
safety. @
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Exploring Influencing Factors for
Older Adults’ Performance with
Electronic Personal Health Records

Janelle L. Theisen, Julia A. Snethen, Julie L. Ellis, Seok Hyun Gwon, and Murad H. Taani

This study examined the relationship between older adult factors and performance with electronic personal health records (ePHRs). A cor-
relational design identified significant results, including relationships among performance, depression, and intent to use ePHRs.

Understanding facilitators and barriers of performance with ePHRs could increase usability

Keywords: older adults, electronic personal health record, ePHR, facilitators, barriers, usage, performance

Adoption of digital technology is
required in business, including health care
(Oh et al., 2021). Technology contributes to
improved health outcomes and positively im-
pacts individuals’ quality of life, including the
improvement of geriatric care and the ability
to connect to inaccessible populations (Ab-
delrahman et al., 2021). The older adult pop-
ulation (age 65 and older) is projected to
grow by 36% in the next 50 years (Adminis-
tration on Aging [AoA], 2020) and is the
fastest growing subset of internet users
(Portz et al., 2019). Although the percentage
of older adults using technology has in-
creased, it is proportionally smaller than
younger generations (Oh et al., 2021).

Inclusion and engagement of older adults
in technology use is vital for healthcare or-
ganizations (Oh et al,, 2021), as it increases
provider access to health information. Elec-
tronic personal health records (ePHRs) are
secure websites that contain personal health
information and are directly connected to a
provider's electronic medical system (Portz
et al,, 2019). Utilization of ePHRs can assist
individuals to manage their health, leading to
care coordination for improved health out-
comes and communication with providers
(Portz et al., 2019). Benefits of ePHRs include
enabling early intervention for healthcare
problems, which can reduce healthcare costs
(Portz et al,, 2019). Telehealth platforms have
been implemented to increase older adults’
access to health care (Oh et al., 2021).

Although ePHRs are a promising tool in
managing older adults’ health, a lag in older
adults” adoption of ePHR technology exists
(Portz et al,, 2019). Barriers to adoption of
ePHR use in the older adult population
include discomfort with technology, privacy
concerns, and limited understanding of the
benefits of ePHRs (Portz et al., 2019). How-

ever, according to the National Poll on Health
Aging (2018), approximately 49% of adults
between ages 65 and 80 reported having an
ePHR. There are demographic differences
that contribute to higher utilization of ePHRs
in older adults, including higher education
level, higher income, and gender (56% of
women versus 45% of men) (National Poll on
Aging, 2018). While research on older adults’
low usage of ePHRs was found in the
literature (Oh et al., 2021), research on older
adults’ user interface or performance with
ePHRs and adoption barriers is lacking (Portz
et al,, 2019). Therefore, this study aims to
identify and understand older adults’ per-
formance with ePHRs and barriers to ePHR
adoption.

Background

An older adult is defined as an individual
who has reached the chronological age of 65
years (Kowal & Dodd, 2001). AoA (2020) di-
vides older adults into three groups: young
old (65-74 years), middle-old (75-84 years),
and old-old (85 years and older). There are
approximately 31.5 million older adults who
fall within the young-old group, compared to
only 6.6 million older adults in the old-old
group (AoA, 2020).

Chronic disease significantly affects
healthcare costs for older adult patients and
healthcare systems. Estimates show that
treatment and monitoring of chronic diseases
consume more than 85% of healthcare costs
(Holman, 2020). Chronic and mental health
conditions account for 90% of the nation’s
$4.1trillion in annual healthcare expenditures
(Centers for Disease Control and Prevention
[CDC], 2023). The aging population has im-
portant implications for spending due to the
higher incidence of chronic disease and

healthcare expenditures (Bao et al., 2020).
Research indicates that self-management
and collaboration with providers leads to bet-
ter health outcomes in patients with chronic
conditions (Bao et al., 2020). One solution to
improving engagement and self-manage-
ment of the older adult is the implementation
of ePHRs.

Historically, patients with chronic condi-
tions and older adults sought primary
providers face-to-face to provide direct care
and manage co-morbidities (McAlearney et
al,, 2016). In 2009, the Health Information
Technology for Economic and Clinical Health
(HITECH) Act was created to encourage de-
velopment of health information systems
(HealthlT.gov, n.d.). The HITECH Act provides
organizations opportunities to establish pro-
grams to improve healthcare quality, safety,
and efficiency using health information sys-
tems (HealthIT.gov, n.d.). Organizations have
since implemented electronic health records,
provided decision support interventions, and
started remote monitoring of older adults
(Bowles et al., 2015). In addition, legislative
incentives to implement ePHRs have shifted
the role of providers from director to
facilitator of disease self-management
(McAlearney et al., 2016).

The legislation and incentives for organ-
izations to utilize health information technol-
ogy and the cost of chronic conditions fuel a
collision within the older adult population.
Factors including computer self-efficacy and
digital disengagement challenge health sys-
tems to find effective solutions to overcome
barriers to using ePHRs (Nahm et al., 2020;
Price-Haywood et al,, 2017). Online health
management systems such as ePHRs are al-
ready utilized and will continue to increase in
popularity and use (Nahm et al., 2020).
Therefore, it is critical to understand factors
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that influence older adult patient enrollment
and usage of ePHRs to best facilitate engage-
ment.

Research indicates that factors such as
health literacy level and socioeconomic
status affect older adults’ use of ePHRs (Mc-
Maughan et al., 2020; Wildenbos et al., 2017).
Research also has been conducted on the ef-
fect of biological, psychological, and social
aging processes in relation to older adults’
ePHR use (Wildenbos et al., 2017). Physical
limitations such as impaired range of motion
have been researched, whereas sensoriper-
ceptual deficits have not been studied
(Chaffin & Harlow, 2005). In addition, older
adults’ cognition and memory impairment
are prevalent (Patomella et al., 2011; Rosen-
berg et al,, 2009; Wolff et al., 2022), but evi-
dence of depression as a factor affecting
ePHR use is absent. Mental health conditions,
such as depression (Finlay & Kobayashi,
2018), as well as socioeconomic status (Cot-
terell et al., 2018) have been linked to another
factor: loneliness. Research on loneliness in-
dicates that individuals who are lonely have
a greater risk for developing chronic condi-
tions (Cotterell et al., 2018). However, there is
a lack of evidence on the effect of loneliness
on older adults’ intent to use and
performance with ePHRs. Initial research
suggests that perceived control and user ex-
perience with ePHRs impact older adults’in-
tent to use, but further research is needed
(Caboral-Stevens, 2015).

While the use of ePHRs is linked to
healthcare benefits, lack of utilization could
negatively affect older adult health outcomes
(Bao et al., 2020; Depatie & Bigbee, 2015). If
chronically ill older adults continue to have
low ePHR adoption, they may not experience
all the services offered (Nahm et al., 2020;
Wildenbos et al., 2017). Evaluation of older
adults’ experiences and preferences for ePHR
use can lead to increased adoption rates
(Nahm et al., 2020; Wildenbos et al., 2017).
Therefore, it is essential to identify and un-
derstand facilitators and barriers to ePHR use
in the older adult.

Theoretical Model

The Use of Technology for Adaptation by
Older Adults and/or Those with Limited Lit-
eracy (US.A.B.LL.LTY.) Framework for Older
Adults was selected for study guidance and
support (Caboral-Stevens et al., 2015). The
purpose of the U.S.A.B.LL.ITY. Framework is
to utilize theories and concepts that explain
or predict intent to use ePHRs by the older

adult (Caboral-Stevens et al., 2015). The
framework consists of developed concepts,
propositions, assumptions, and outcomes
that directly relate to the older adult (Cabo-
ral-Stevens et al., 2015). The framework in-
corporates internal and external variables
that predict an older adult’s intent to use
ePHRs.

The U.S.AB.LL.ITY. Framework incorpo-
rates the constructs of efficiency, learnability,
perceived user experience, and perceived
control to measure intent to use technology
(Caboral-Stevens et al., 2015). Two determi-
nants are categorized as user components:
perceived user experience and perceived
control (Caboral-Stevens et al., 2015). Learn-
ability and efficiency are categorized as com-
puter system components (Caboral-Stevens
etal, 2015).

The U.S.AB.LL.LTY. Framework provides
structure for incorporation of other variables
that affect ePHR use in older adults. The in-
dependent variables of perceived control and
perceived user experience define the charac-
teristics of the user (Caboral-Stevens, 2015).
This study sought to identify the relationship
between user variables and intent to use and
performance with ePHRs. The user in this
study is the older adult. The older adult inter-
acted with the technology/system compo-
nent, which measured perceived ease of use
and performance. An ePHR test account was
used during the data collection phase for the
primary researcher to observe performance.
The interface in the study was the ePHR. Fi-
nally, measured unique individual factors in-
cluded sensoriperceptual deficits, presence
of depression, presence of loneliness, along
with demographic information and presence
of chronic illness. The components of
usability and behavior were not directly
measured. However, study results may be
able to predict or explain improved self-man-
agement of chronic conditions in older adults
(Caboral-Stevens et al., 2015). Identifying fac-
tors that influence ePHR use in older adults
may lead to improved health outcomes as a
result of behavior changes.

Purpose

The purpose of the study was to examine
the relationship between individual factors of
older adults and their performance with
ePHRs. Seven research questions were iden-
tified:

1) What is the older adult’s level of depres-
sion?

2) What is the older adult’s level of loneli-
ness?

3) What is the older adult's perceived
control with ePHRs?

4) How do older adults describe their user
experience with ePHRs?

5) What is the relationship between sen-
soriperceptual deficits and performance
to use ePHRs in the older adult?

6) What is the relationship between older
adults’ performance and their intent to
use ePHRs?

7) What is the relationship between inde-
pendent variables and performance with
ePHRs in the older adult?

Hypotheses

The research hypothesis for this study
was controlling for older adults’ sensoriper-
ceptual deficits, degree of depression, degree
of loneliness, perceived control, and user ex-
perience was negatively correlated with older
adults’ performance with ePHRs. The second
research hypothesis was controlling for older
adults’ sensoriperceptual deficits, perceived
control, and user experience was positively
correlated with older adults’ performance
with ePHRs.

Methods

Research Design

This investigation was conducted as part
of a larger study, which was developed using
a correlational design. Four independent
variables — depression, perceived control, ex-
perience, and loneliness — were chosen
based on the research questions for the study
and examined. Sensoriperceptual deficits,
age, and education were control variables,
and performance was the dependent
variable. Descriptive statistics and standard
multiple regression analyses were performed
to identify and describe relationships
between the independent and dependent
variables. This study was presented to and
approved by the university institutional re-
view board.

Sample/Subjects

The target population for this study was
the older adult, which is classified as individ-
uals aged 65 years or older (Kowal & Dodd,
2001). The criteria for inclusion: adults age 65
years or older, able to speak and read English,
no diagnosis of cognitive impairment or de-
mentia, and with a minimum of telephone ac-
cess to communicate. Since this study
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Table 1.
Regression Analysis Summary for Variables Influencing
Older Adults’ Performance with ePHRs (N=57)

Variable | B | SEB | B | t | p

Sensoriperceptual Deficits -89 46 -.25 -195 06
Age -19 .06 -39 -3.02 004
Education 37 32 15 117 .25
Depression Total Score -4 19 -32 -214 04
Loneliness Total Score .02 06 .05 .34 74
Perceived Control .04 .23 .03 16 .88
User Experience -06 14 14 -48 .64

Note: R?=.26 (N=57, p<.05)

researched the older adult's performance
with ePHRs, participants needed either to
have access to a screen for
videoconferencing or participate in face-to-
face data collection for observation. Due to
the lack of substantial evidence in the litera-
ture, the recommended average correlation
was used instead of Cohen’s d (Gray et al.,
2017). The average correlation determined
the sample size would be achieved by obtain-
ing at least 30 subjects for each study
variable measured (Gray et al., 2017), indicat-
ing a total of 210 participants needed for this
study. Out of the 210 total participants, 63
participants were able to complete the ob-
served performance of accessing a sample
ePHR. Theregression results revealed six ex-
treme values, which were eliminated from
the analysis, bringing the total participant
sample reported here to 57 (see Table 1).

Setting

Recruitment was completed through
multiple methods, including face-to-face in-
vitations; handing out advertisements, flyers,
and letters; social media posts; sending
emails; as well as convenience and snowball
sampling. The majority of participants were
regionally located, but participants from
across the United States were included. To
ensure participant confidentiality, the envi-
ronment was screened for potential security
breaches prior to data collection. If the envi-
ronment could not remain confidential, a dif-
ferent location was chosen. Data was
collected virtually over the videoconferencing
platform, Zoom, or face-to-face meetings. In-
person data collection took place at senior
housing facilities and local churches. Virtual
settings were used to collect data from par-
ticipants nationally, whereas in-person data
was limited regionally.

Measures

Five measures were used for data collec-
tion. Demographic information was gathered
through a questionnaire developed by the
primary researcher. Data included age,
gender, race or ethnicity, education level, and
income. Information regarding chronic con-
ditions, computer and ePHR ownership and
usage, hearing loss, and visual deficits was
reported. All survey items provided partici-
pants with options for their responses, except
for the fill-in-the-blank option for age.

Independent Variables

The Geriatric Depression Scale (GDS):
Short Form (Sheikh & Yesavage, 1986) was
used to measure the degree of depression in
the older adult. A validation study was con-
ducted, comparing the Geriatric Depression
Scale and the Short Form (Sheikh &
Yesavage, 1986). The GDS: Short Form was
able to differentiate depressed from non-de-
pressed participants (r=.84, p<.001). There
are 15 yes/no questions on the GDS: Short
Form. For 10 of the questions, if the
participant answered “yes,” the presence of
depression was indicated. The remaining five
questions indicated symptoms of depression
when the participant answered “no.” A total
score was calculated to determine the overall
degree of depression.

The UCLA Loneliness Scale Version 3
(Russell, 1996) was used to measure the de-
gree of loneliness in the older adult. Version 3
is reliable with coefficient alpha ranges from
.89-94 across all samples (Russell, 1996).
Convergent validity was indicated by signifi-
cant correlations with other measures of
loneliness, such as the Differential Loneliness
Scale (r=.72) (Russell, 1996). The scale
consists of 20 items measuring the partici-
pant’s subjective feelings of loneliness using

a 4-point Likert scale. Each item is scored
from 1 (Never) to 4 (Often), and a sum score
calculated. Three categories of scores could
be obtained: no/low, moderate, and high. A
total score less than 28 indicated no/low
loneliness, scores 29-43 suggest moderate
loneliness, and scores greater than 43 indicate
a high level of loneliness (see Table 2).

An  adapted  version of the
U.S.AB.LL.LTY. Survey® (Caboral-Stevens,
2015) was used to measure the variables of
perceived control, user experience, and intent
to use. The adapted U.S.A.B.LL.LTY. survey
was created using selected questions per-
taining to independent and dependent vari-
ables. For all questions on the adapted
version, permission to change wording and
instructions to reflect ePHRs was granted by
the survey developer. Items 10-12 on the
adapted U.S.AB.LLITY. Survey measure
perceived control. Items 7-9 on the adapted
U.S.AB.LLITY. Survey measure intent to use,
and items 1-6 measure user experience. Each
item on the adapted U.S.A.B.LL.ITY. Survey
is a 5-point Likert scale ranging from 1
(strongly disagree) to 5 (strongly agree).

Dependent Variable

A researcher-developed observation
checklist was used to record observations of
participants’ performance. The checklist con-
sisted of 6 Likert items, developed with guid-
ance from the U.S.A.B.L.L.TY. Survey. Each
performance task was rated, ranging from 1
(unable to perform) to 5 (independent). Each
item identified tasks to perform within a
sample ePHR. Tasks were also individually
timed and recorded from the initiation to
completion of the task.

Procedures

Participants were screened initially to
ensure they met the inclusion criteria for the
study and informed consent process com-
pleted. Participants were informed of their
right to withdraw from the study at any point.
Each survey was administered by the
primary researcher who verbally read each
item to the participant. Participant answers
were electronically recorded in a Microsoft
Word document by the primary researcher,
and then verified with the participant for ac-
curacy. Management of data included storage
of all forms in locked file cabinets and utiliza-
tion of a password protected database for
data entry to ensure security and confiden-
tiality.

A demographic survey was completed,
including items on hearing loss and visual
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Table 2.
Frequencies of Participant Total Scores on the
UCLA Loneliness Scale Version 3 (N=210)

Total Score | n | %
20 5 24
21 4 19
22 9 43
23 4 19
24 6 29
25 3 14
26 6 29
27 5 24
28 7 33
29 3 14
30 9 4.3
31 17 81
32 12 57
33 8 3.8
34 n 52
35 6 29
36 14 6.7
37 3 14
38 8 3.8
39 4 19
40 8 3.8
41 5 24
42 3 14
43 4 19
44 8 3.8
45 3 14
46 4 19
48 1 0.5
50 4 19
51 7 33
52 3 14
53 1 0.5
54 1 0.5
55 1 0.5
56 2 1.0
57 2 10
58 1 0.5
61 2 0.5
62 1 0.5
65 2 1.0
66 1 0.5
70 1 0.5
77 1 0.5

deficits. The Geriatric Depression Scale:
Short Form was administered, and if the par-
ticipant received a total score greater than 5,
the participant continued with the study,
though the researcher verbally
recommended a follow-up assessment with
a provider. All participants were offered a list
of resources for services addressing depres-
sion, regardless of score. Participants com-
pleted the UCLA Loneliness Scale: Version 3.
The researcher asked the participant the 20
items and calculated a total score, ranging
from a minimum of 20 to a maximum of 80.

Upon completion of the first three sur-
veys, participants with videoconferencing
capability proceeded to perform tasks within
a sample ePHR provided by Twin Cities
Physicians. Tasks to perform in the ePHR
were: (a) log into the ePHR; (b) send
message; (c) read notes or messages; (d) look
up lab values; (e) review medications; and (f)
log out of the ePHR. Video and screen
sharing meetings were set up as screen share
only, so the participant’s face was not visible.
A majority of participants (56%) did not re-
quire instructions on how to share screens
via videoconferencing at the beginning of the

observation phase. Once the participant’s
screen was shared, video recording began.
Participants were given verbal instructions to
complete six basic tasks, such as logging in,
sending a message to a provider, and review-
ing medications. Each task was timed from
the initiation of the task to the completion of
the task. The researcher scored whether the
participant could independently (68%) per-
form each task, or if they required assistance
(32%), using the observer checklist (see
Table 3). Video recording was stopped at the
completion of the observation phase.
Recordings were reviewed by the primary in-
vestigator within 10 minutes following data
collection for verification of how long it took
for the participant to complete each of the 6
tasks, and then the recording was perma-
nently deleted.

After the participant completed tasks
within the sample ePHR, the adapted
US.AB.LITY. Survey was administered.
Participants answered 12 items on perceived
control, intent to use, and user experience
with ePHRs. The researcher electronically
recorded participants’ responses on a Mi-
crosoft Word document, and verified the re-
sponses with the participant. At the
completion of the data collection, participants
were thanked, and the researcher responded
to any remaining participant questions or
comments.

Results

Data Analysis

Data analysis was conducted using SPSS
software, version 28. Missing data were iden-
tified, and the individual items were not used
in the data analysis. Descriptive statistics, in-
cluding frequencies, means, and standard
deviations were computed to describe the
participants’ demographic characteristics.
The independent variables of intent to use,
user experience, sensoriperceptual deficits,
and perceived control were transformed to
produce a sum score. The distribution of the
variables was assessed through Shapiro-
Wilks test, revealing a normal distribution.
Correlations between the independent and
dependent variables were identified through
a Pearson r correlation, and due to the small
sample size of participants completing the
sample ePHR (n=57), a standard multiple re-
gression was run. A statistical significance
was identified with a p value of 0.05.
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Table 3.
ePHR Task Observation Checklist

Minimal Moderate

Unable to

Significant

Uz Independent Comments
Complete P Assistance Assistance Assistance Perform

Log into the ePHR 5 4 3 2 1
Send message 5 4 3 2 1
Read notes or 5 4 3 > 1
messages

Look up lab values 5 4 3 2 1
Review medications 5 4 3 2 1
Log out of the ePHR 5 4 3 2 1

Participant Characteristics

A total of 210 adults aged 65 and older
participated in the study. Table 4 summarizes
participant characteristics. Half of the partic-
ipants were 65-74 years old. Gender was
equally represented, with 49% being male
and 51% being female, and most participants
were White (n=207). A maijority of partici-
pants had college or higher levels of
education (n=117) and reported at least one
chronic condition, with the most common
disorder being high blood pressure (n=124).
When asked about sensoriperceptual
deficits, the majority of participants (n=179)
used glasses for vision, 84 participants re-
ported a hearing impairment, and 53 needed
to use a hearing aid for assistance.

Most participants owned a computer for
over 5years (n=154), with 156 having greater
than 5 years of computer experience. When
asked to select their level of computer use, 141
participants were intermediate level or
higher. Participant responses about knowl-
edge of and use of ePHR were evaluated. A
majority of participants (54%) knew about,
understood, and used an ePHR to manage
their health. Participants primarily learned
about ePHRs from their providers (52.9%).
However, most participants (n=127) had
never received help with learning how to uti-
lize an ePHR. Nearly half (n=95) had utilized
an ePHR for greater than 5 years.
Participants mostly reviewed their lab results
(n=113), communicated with their providers
(n=108), and reviewed their medications and
health history (n=86) in the ePHR.

Findings

A correlational analysis was conducted
to look at the relationship between the par-
ticipant's age and each of these variables:

computer ownership, computer experience,
level of experience, knowledge, ownership,
and experience with ePHRs. All the correla-
tions were statistically significant, yet there
were weak negative correlations (see Table
5).

Additionally, a Pearson’s correlation co-
efficient analysis was conducted to assess
the relationship between participants’ level of
education and their experience with using
computers (see Table 6). Moderate positive
correlations  were  found  between
participants’ education and their ownership
of computers (r(208)=.35, p<.01), and partic-
ipants’ education and experience with com-
puters (r(208)=.36, p<.01).

Household income was explored in rela-
tion to participants’income. A Pearson’s cor-
relation coefficient was calculated to identify
whether there was a relationship between
the participant's household income (see
Table 7) and computer ownership. A statisti-
cally significant relationship was found be-
tween participants’ household income and
the variables of computer ownership
(r(208)=.31, p<.01) and experience with com-
puters (r(208)=.33, p<.01).

All 210 participants completed the de-
pression screen. Frequencies from the de-
pression screen were calculated to identify
the older adults’ degree of depression (see
Table 8) and amount of loneliness (see Table
1). Twenty-seven participants scored a 5 or
greater on the depression screen, which is
suggestive of some depressive symptoms.
Three percent of participants (n=6) had a
total score of 10 or greater, which is highly in-
dicative of depression. On the UCLA Loneli-
ness Scale Version 3, scores could range
between 20 and 80 (M=50). Participants

scored between 20 and 77 (M=36). Most
participants (n=115) had total loneliness
scores in the moderate range (29-43), with
equal percentages scoring in the low (n=49)
and high ranges (n=46) (see Table 1).

Perceived control calculations included
usingitems 10, 11and 12 from the subscale in-
cluded on the adapted US.AB.ILLTY.
Survey. Participants selected options ranging
from strongly agree to strongly disagree (see
Table 9). When asked whether the ePHR
gave participants a feeling of control over
their health, 95 agreed or strongly agreed
with that statement. Participants (n=129)
knew what information was needed from the
ePHR and could access it from the record,
and 111 participants felt more control with the
information they received from the ePHR
(see Table 9).

The adapted US.A.B.LLITY. Survey
measured the concept of user experience, in-
cluding ease of use through items 1-6 on the
survey. Participant responses ranged from
strongly agree to strongly disagree, with the
majority responding that an ePHR was
exactly what they needed (n=121). While
most participants were satisfied with the ap-
pearance of their ePHR (n=133), a few were
less satisfied with the audio features within
the ePHR (n=125). The majority of partici-
pants (n=132) identified they could success-
fully use an ePHR, and just under half (n=103)
thought the ePHR was pleasant to use. Ad-
ditionally, 128 of the participants would rec-
ommend an ePHR to a friend (see Table 9).

The ePHR observation section was com-
pleted by 63 participants. Most participants
(n=38) independently performed the first
task, logging into the sample ePHR account.
However, 12 participants were unable to log
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Table 4.
Demographic Characteristics of Participants (N=210)

Characteristic | n | %
Age at time of survey
65-74 105 50.0
75-84 69 320
85-101 36 17.0
Gender
Male 103 49.0
Female 51 510
Race/Ethnicity
White 207 98.6
Hispanic or Latino 3 1.4

Education Level

Less than high school diploma 3 14
High school degree or equivalent 78 373
Bachelor's degree 70 335
Master’s degree 38 18.2
Doctorate 9 4.3
Other 1 53
Household Income
<$10k 5 24
$10k-$50k 67 319
$50k-$100k 64 305
$100k-$150k 16 7.6
>$150k 16 7.6
Chronic Conditions
Diabetes 43 20.5
Asthma 18 8.6
Chronic obstructive pulmonary disease 18 8.6
Heart failure 22 10.5
Kidney dialysis 2 1.0
Kidney disease 9 43
Hypertension 124 59.0
High cholesterol 90 429
Lung disease 5 2.4
Arthritis 85 40.5
Osteoporosis 35 16.7
Depression 30 14.3
Alzheimer’s disease 4 19
Cancer 31 14.8
Other 19 9.0
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Table 4. (continued)
Demographic Characteristics of Participants (N=210)

Characteristic n %

Computer Ownership

No computer ownership 36 171
6-12 months 3 14
1-5 years 15 71
>5 years 154 73.3
Computer Experience
No computer experience 30 14.3
<3 months 3 14
3-6 months 3 1.4
6-12 months 2 1.0
1-5 years 16 7.6
>5 years 156 74.3
Computer Experience Level
Beginner 69 329
Intermediate 19 56.7
Expert 22 10.5
Daily Hours of Computer Use on Average
No computer use 42 20.0
0-2 hours 85 40.5
2-5 hours 64 30.5
5-8 hours 14 6.7
>8 hours 5 24

Electronic Personal Health Record (ePHR) Knowledge

Never heard of ePHR 20 95
Heard of ePHR but didn't understand 25 1.9
Heard of ePHR and understood 50 23.8
Heard of ePHR, understood and used 115 54.8
ePHR Source
Never heard of ePHR 26 2.4
Provider m 529
Nurse 23 1.0
Medical staff 29 13.8
Family/friends 10 48
Internet 4 19
Other 7 33
Amount of ePHR Help Received
No help received 127 60.5
Minimal amount 51 243
Moderate amount 19 9.0
Significant amount 1 5.2
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Table 4. (continued)
Demographic Characteristics of Participants (N=210)

Characteristic n %
ePHR Source of Help
No help received 123 58.6
Provider 26 2.4
Nurse 7 33
Medical staff 9 43
Family/Friends 29 13.8
Training program/course 7 33
Internet 6 29
Other 3 1.4
Length of ePHR Ownership
No ePHR ownership 54 25.7
<3 months 4 19
3-6 months 1 <1.0
6-12 months 5 2.4
1-5 years 52 24.8
>5 years 94 44.8
Length of ePHR Usage
No ePHR usage 87 414
<3 months 8 3.8
3-6 months 3 14
6-12 months 3 1.4
1-5 years 36 171
>5 years 73 34.8
Features Used within ePHR
No features used 82 39.0
Loggedin 122 581
Sent/received messages 108 514
Scheduled appointments 68 324
Reviewed lab values 13 53.8
Paid medical bills 34 16.2
Reviewed medications/health history 86 41.0
Request prescription refills 54 25.7
Other 1 <1.0
Sensoriperceptual Information
Hearing impairment 84 40.0
Visual impairment 149 71.0
Wear eyeglasses 179 85.2
Wear contacts 9 43
Use hearing aids 53 25.2
Use other vision assistive devices 12 5.7
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Table 5.

Intercorrelations Among Demographic Items with Participant Age (N=210)

Measure 1 2 3 4 5 6 7

Age

Computer Ownership -.25**

Computer Experience -2 4%

Level of Experience -16* 54* 50

Knowledge of ePHR -25** S AT 46

Have ePHR -.28* A4 42%* .39* 65

Experience with ePHR -19%* 45* .50%* A7 73% 73*
**Correlation is significant at the 0.01 level (2-tailed).
*Correlation is significant at the 0.05 level (2-tailed).

Table 6.

Intercorrelations Among Demographic Items with Participant Education Level (N=210)

Measure |1|2|3|4|5|6|7

Education

Computer Ownership .35

Computer Experience 36 74

Level of Experience 24 .54 .50**

Knowledge of ePHR 27 S A7 46

Have ePHR 22% A44x 42% .39* .65**

Experience with ePHR 23 45 .50** AT I3 73
**Correlation is significant at the 0.01 level (2-tailed).

Table 7.

Intercorrelations Among Demographic Items and Participant Household Income (N=168)
Measure 1 2 3 4 5 6 7
Household Income

Computer Ownership 31

Computer Experience 27 T4

Level of Experience 33 54%* .50

Knowledge of ePHR 10 S AT A6

Have ePHR 13 A44** 42%* 39** .65**

Experience with ePHR 13 A5 .50 AT 73 73

**Correlation is significant at the 0.01 level (2-tailed).

Table 8.

Frequencies of Participant Total Scores on the Geriatric Depression Scale:
Short Form (N=210)

Total Score | n | %
0 60 28.6
1 49 233
2 35 16.7
3 25 19
4 14 6.7
5 3 14
6 5 24
7 6 29
8 4 19
9 3 14
10 1 0.5
12 2 1.0
13 3 14

into the sample ePHR account and required
assistance from the researcher to complete
the task. Participants during the second task
were requested to send a message within the
sample ePHR, which 45 participants were
able to do without assistance. Older adults
were able to perform Task 3, read notes
(n=50); Task 4, find lab results (n=54); and
Task 5, reviewing medications (n=54) with
little to no assistance. Only 42 participants
were able to log out of the sample ePHR ac-
count. However, participants on videoconfer-
encing often had the video screen covering
the logout icon. With minimal guidance from
researcher regarding the manual process for
moving the video screen, participants were
then able to successfully log out without fur-
ther assistance (see Table 10).

Each task completed by participants was
timed in seconds from start to completion of
the task. It took participants between 12 sec-
onds to 5 minutes to log into the sample
ePHR account, after both written and verbal
instructions were provided. The time range
for participants to complete the remaining
tasks in the sample ePHR account was 1sec-
ond to 5 minutes (see Table 11).

A Pearson correlation coefficient was
conducted to determine if there was a rela-
tionship between sensoriperceptual deficits
and older adults’ performance with ePHRs. A
weak but not significant correlation was
found (r(62)=-130, p>.05). In addition, a cor-
relation analysis was conducted to identify
whether there was a relationship between
older adults’ performance with and intent to
use ePHRs. A moderate negative correlation
was found (r(62)=-.540, p<.001), indicating
there is a significant linear relationship be-
tween older adult’s’ performance and their
intent to use ePHRs.

The relationships among depression,
loneliness, perceived control, and user expe-
rience with performance with ePHRs was ex-
amined using standard multiple regression
(see Table 1). Multicollinearity was not a con-
cern in the regression as tolerance levels
were not less than 0.1 and the variance infla-
tion factor (VIF) for all variables was less than
10. The normal probability-probability plot
(P-P plot) and the scatter plot indicate there
are no deviations from normality, but six ex-
treme values were removed. The overall
model explains 26.3% of the total variance in
older adults’ performance with ePHR with an
adjusted explanation of 15.8% (F(7, 49)=2.5,
p<.028). The measure of depression was
statistically significant in predicting older
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Table 9.

Participant Responses to Adapted U.S.A.B.L.L.LT.Y. Survey Items on Perceived Control and User Experience (N=210)

Strongly

Item Number
Agree

and Question

Neither
n

Strongly
Disagree

Disagree
n

1. An electronic personal
health record (ePHR) is 41
exactly what | need.

80 381 50 238

29 13.8 10 4.8

2.1 am satisfied with the
overall appearance of the 35
ePHR.

16.7

98 46.7 60 28.6

2.4

3. l'am satisfied with the
audio of the ePHR.

49 233 60

4.1 can successfully use the
ePHR.

55 26.2

77 36.7 45 214

20 9.5 13 6.2

5.1 would recommend an
ePHR to a friend.

49 233

79 37.6 51 243

6.2

6.The ePHR is pleasant to
use.

30 14.3

73 34.8 74 35.2

24 1.4 9 43

10. The ePHR gave me a
feeling of control over 29
my health.

13.8

66 314 78 371

30 14.3 7 33

1. I'know what information
| need and can access 39
from the ePHR.

18.6

90 429 49 233

23 11.0 9 43

12. The information |
received makes me feel 27
in control.

129

84 40.0 68 324

22 10.5 9 43

adults’ performance with ePHRs (beta=-.32,
p<.037).

Discussion

This study examined facilitators and bar-
riers to older adults’ use of ePHRs. Overall,
this study supported previous research find-
ings by identifying relationships between in-
dividual factors and older adults’ use of
ePHRs. Findings suggest older adults are
using or are interested in using ePHRs to help
manage their health. A gap in the literature
was identified related to the association be-
tween depression and loneliness and older
adults’ performance with ePHRs.

As participant age increased, the number
of participants decreased (32% middle old,
17% old-old). Research findings suggest older
adults are receptive to using ePHRs; however,
older adults who are not as comfortable with
technology may have different support
needs to learn and use ePHRs (Son & Nahm,
2019). In this study, positive user experience
with the ePHR was statistically significant to
the older adult’s intent to use ePHRs (beta =

.50, p<.001). As younger adults who are
technologically savvy start to age, the pro-
portion of older adults using ePHRs is ex-
pected to grow in the future, so design of
ePHRs with adult-friendly aspects should be
considered (Son & Nahm, 2019).

Financial strain, lack of devices, and un-
reliable or limited internet access are
potential barriers to older adults using
ePHRs. Older adults are often on fixed in-
comes and may not be able to afford the
high-speed internet that is often required for
ePHRs to function effectively (Crouch & Gor-
don, 2019). Previous research has shown that
low income is a social determinant of being
an internet user (Crouch & Gordon, 2019),
which can limit ePHR usage. As ePHRs use
the internet as a platform, limited access to
the internet is correlated with a lower usage
rate of ePHRs. Consistent with previous re-
search, the results of this study found a
higher household income was associated
with an increased likelihood of older adults’
access and use of an ePHR. Although individ-
uals with lower incomes may have less
access to the internet, it is more likely that

older adults own a smartphone with internet
capability (Vogels, 2021). Healthcare organi-
zations and ePHR developers should take
into consideration a mobile interface for the
ePHR. In addition, web-based resources
should be easy to navigate and the content
accessible to older adults who may have
physical or computer skill deficits (Crouch &
Gordon, 2019).

Education as a sociodemographic vari-
ableis influenced by other factors, such as in-
come, occupation, and wealth (Fang et al.,
2019). Individuals who have higher education
levels often have greater access to
technology and are more likely to use ePHRs
(Fang et al., 2019). In addition, individuals
with higher education levels often have a
more positive perception of technology to ac-
cess healthcare information to make
decisions about their health (Lee et al., 2020).
In this study, participants with a higher level
of education were more likely to own a com-
puter and to have more experience using a
computer. As healthcare organizations and
legislation continue to move forward with in-
creasing ePHR access and use, investments
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Frequencies of Participant ePHR Task Performance Ability (N=63)

Table 10.

ePHR Task | | %
Login
Unable to perform 12 19.0
Significant assistance 2 32
Moderate assistance 5 79
Minimal assistance 6 9.5
Independent 38 60.3
Send message
Unable to perform 5 79
Significant assistance 3 48
Moderate assistance 3 4.8
Minimal assistance 7 111
Independent 45 7.4
Read provider note
Unable to perform 7 111
Significant assistance 1 1.6
Moderate assistance 2 3.2
Minimal assistance 3 4.8
Independent 50 794
Access lab results
Unable to perform 3 48
Significant assistance 1 1.6
Moderate assistance 3 4.8
Minimal assistance 2 3.2
Independent 54 85.7
Review medications
Unable to perform 2 3.2
Significant assistance 1 1.6
Moderate assistance 2 3.2
Minimal assistance 4 6.3
Independent 54 85.7
Log out
Unable to perform 2 32
Significant assistance 1 1.6
Moderate assistance 5 79
Minimal assistance 13 20.6
Independent 42 66.7

should be made in staying connected with
less affluent groups, including the older adult.
Interventions could be developed and imple-
mented to provide affordable internet access
and devices to underserved populations, and
to provide tailored and relevant training op-
portunities at convenient locations.

ePHRs have the potential to increase pa-
tient engagement in their health manage-
ment, which can lead to improved patient
outcomes (Hoogenbosch et al., 2018). How-
ever, older nonusers of ePHRs tend to be
those with fewer chronic health conditions
(Hoogenbosch et al., 2018). Limited knowl-
edge or awareness of ePHRs is a barrier to
ePHR use, as older adults may not have
access to the benefits ePHRs can provide
(Hoogenbosch et al., 2018). Results from this
study indicate a majority of participants
(79%) were aware of ePHRs, with approxi-
mately 55% of participants having used an
ePHR previously. Prior research studies iden-
tify about 37% of older adults as being
nonusers and unaware of ePHRs (Hoogen-
bosch et al,, 2018), compared to 22% of
nonusers in this study. Healthcare providers
were the most likely group to inform older
adults about the benefits of ePHRs, while
only 11% of participants were informed by
nurses. Healthcare professionals can have an
influential role in patients” healthcare man-
agement. By integrating ePHR usage into
daily care as well as providing support and
training to older adults, healthcare providers
can help increase ePHR use in the older adult
population.

User experience and ease of navigating
an ePHR are often facilitators that lead to in-
creased usage. Individuals are more likely to
adopt a new technology if it is perceived as
useful, credible, and has obvious benefits
(Portz et al., 2019). Prior studies have shown
that older adults identify communication, ac-
cess to labresults, and the ability to electron-
ically refill prescriptions as the more
important features within an ePHR (Portz et
al., 2019). Similarly, results from this study
identify the most commonly used ePHR fea-
ture was to review lab results (53.8%), com-
municate with the healthcare team (51.4%),
and review medications or health history
(41%). The features of messaging and lab re-
sults within an ePHR are often simple to use
and easily understood, which can lead to im-
proved communication between patient and
provider and more seamless medication
management (Portz et al,, 2019). According
to Portz and colleagues (2019), if older adults
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Frequencies of Participant Time in Seconds to Complete ePHR Task

Time to Complete ePHR Task in Seconds

Table 11.

n

%

Task 1: Log on (N=52)
<1 1 19
12 1 19
45 1 19
46 1 19
52 1 19
54 1 19
55 1 19
56 3 58
60 1 19
62 2 38
64 2 38
65 1 19
67 1 19
68 1 19
69 1 19
71 1 19
73 1 19
75 2 3.8
76 1 19
77 3 5.8
78 1 19
80 1 19
82 1 19
83 1 19
84 1 19
85 1 19
88 1 19
89 1 19
90 2 38
93 1 19
101 3 5.8
120 3 58
128 1 19
139 1 19
162 1 19
180 1 19
183 1 19
234 1 19
240 1 19
300 1 19
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Table 11. (continued)

Frequencies of Participant Time in Seconds to Complete ePHR Task

Time to Complete ePHR Task in Seconds | n | %
Task 2: Send message (N=61)
<1 3 49
2 7 11.5
3 6 9.8
4 3 49
5 4 6.6
6 3 49
7 6 99
8 3 49
9 1 1.6
10 1 1.6
m 2 33
13 1 1.6
15 4 6.6
21 1 1.6
22 1 1.6
24 1 1.6
26 1 1.6
30 1 1.6
32 1 1.6
35 1 1.6
57 1 1.6
78 1 1.6
89 1 1.6
17 1 1.6
120 3 49
160 1 1.6
180 1 1.6
300 1 1.6
Task 3: Read provider note (N=61)

<1 1 1.6
1 5 8.2
2 4 6.6
3 4 6.6
4 6 9.8
5 9 14.8
6 2 33
7 4 6.6
8 9 14.8
10 3 49
12 1 1.6
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Frequencies of Participant Time in Seconds to Complete ePHR Task

Time to Complete ePHR Task in Seconds
Task 3: Read provider note (N=61) continued

Table 11. (continued)

n

14 2 33
15 1 1.6
19 1 1.6
22 1 1.6
29 1 1.6
38 1 1.6
60 1 1.6
120 3 49
160 1 1.6
300 1 1.6
Task 4: Access lab results (N=61)
1 13 213
2 23 377
3 8 131
4 5 8.2
5 1 1.6
7 1 1.6
8 1 1.6
18 1 1.6
22 1 1.6
42 1 1.6
60 1 1.6
120 3 49
160 1 1.6
300 1 1.6
Task 5: Review medications (N=61)
1 15 24.6
2 20 328
3 7 n5
4 6 9.8
5 2 33
6 2 33
10 1 1.6
13 1 1.6
28 1 1.6
60 1 1.6
120 3 49
160 1 1.6
300 1 1.6
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Frequencies of Participant Time in Seconds to Complete ePHR Task

Time to Complete ePHR Task in Seconds |

Table 11. (continued)

n

Task 6: Log out (N=61)
1 1 1.6
2 2 33
3 6 9.8
4 7 1.5
5 5 8.2
6 3 49
7 1 1.6
8 1 1.6
9 1 1.6
10 2 3.3
1 3 49
12 1 1.6
13 3 49
15 1 1.6
16 1 1.6
17 1 1.6
19 1 1.6
20 2 33
21 1 1.6
24 1 1.6
25 1 1.6
30 2 33
31 1 1.6
32 1 1.6
41 1 1.6
45 1 1.6
48 1 1.6
50 1 1.6
58 1 1.6
60 1 1.6
83 1 1.6
120 3 49
160 1 1.6
300 1 1.6
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engage with user-friendly features, an in-
creased satisfaction with the ePHR may con-
tribute to further engagement with other
components. Therefore, healthcare providers
should provide education on easy-to-use
features and provide navigational support to
older adults to increase ePHR usage.

Social support and encouragement can
compel older adults active engagement with
ePHRs (Fang et al., 2019). Adults who need
help from another person to use the internet
or other web-based applications such as
ePHRs were less likely to use them (Crouch
& Gordon, 2019). Most participants in this
study did not receive any help to learn how to
use an ePHR (60.5%) and those who did re-
ceived assistance from family members or
friends (13.8%). Providing assistance and
training opportunities to older adults can po-
tentially increase their confidence with tech-
nology to maximize ePHR utilization (Lee et
al, 2020).

Worldwide, depression occurs in 7% of
the older adult population, though rates may
not reflect the actual numbers affected, as
mental health is often overlooked and un-
treated (World Health Organization, 2023).
According to the CDC (2023), estimates of
older adults with depression in community
environments (<5%) is less than those re-
quiring home care (13.5%) or hospitalization
(1.5%). Information and communication
technologies have been developed to
facilitate interventions to improve the mental
health of older adults (Haase et al., 2021).

Use of ePHRs by patients has been cor-
related with higher rates of depression treat-
ment and decreases in depressive symptoms
(Matthews et al., 2022). Between 1%-5% of
older adults are diagnosed with depression,
but many more may be undiagnosed (Hurley,
2024). Sixteen percent of older adult partic-
ipants in this study scored 5 or higher on the
GDS: Short Form (Sheikh & Yesavage, 1986).
In addition, the regression analysis showed
depression was the only significant variable
of older adults’ performance with ePHRs. The
regression results support previous research,
which demonstrated participants with de-
pression were less likely to perform
effectively with an ePHR. ePHR features such
as messaging and scheduling are appealing
to older adults with depression as they facil-
itate accessibility (Matthews et al.,, 2022).
However, older adults with depression iden-
tified barriers to ePHR use, such as privacy
concerns regarding the exchange of health
information (Matthews et al., 2022). Addi-

tionally, older adults with depression were
less likely to use an ePHR if there was no reg-
ular communication or if there was no per-
ceived control over their health information
(Matthews et al., 2022). ePHRs with usability
concerns were identified as a barrier to older
adults’ usage (Matthews et al,, 2022). One
solution to overcome ePHR security
concerns is to implement policies that guide
both patient and provider exchange of
healthcare information. Additionally, ePHRs
can be designed to promote healthcare man-
agement by focusing on accessibility of the
user interface.

Loneliness can have major implications
on the health of older adults (National Poll on
Health Aging, 2019). Social isolation is a risk
factor for loneliness, which is associated with
poor health outcomes, lower patient well-
being, and higher mortality (Dahlberg, 2021).
Prior to the COVID-19 pandemic, 34% of older
adults reported feeling a lack of companion-
ship, and 27% identified isolation (National
Poll on Aging, 2019). Since the COVID-19 out-
break, loneliness has increased not just in
older adults, but among the general public
(Dahlberg, 2021). Older adult participants in
this study scored an average of 36 on the
UCLA Loneliness Scale Version 3 (Russell,
1996), indicating a moderate degree of lone-
liness. Total loneliness scores for the majority
of participants (n=161) suggested a moderate
to high degree of loneliness. Digital technol-
ogy, including ePHRs, can positively impact
older adults’ perceived social support, leading
to decreased feelings of social isolation
(Byrne et al., 2021). Inclusion of screening
tools for loneliness and isolation should be
integrated into existing and future ePHRs
(Perissinotto et al., 2019). By identifying older
adults at risk or experiencing loneliness and
isolation, guidelines and interventions can be
developed to address this barrier.

Implications for Practice

Differences in ePHR use between older
adult subgroups suggest that as age in-
creases, use of ePHRs decreases. Older
adults are less likely to adopt ePHRs as they
age (Portz et al., 2019). Research suggests
older adults are interested in using ePHRs,
though they may not be as comfortable with
technology (Son & Nahm, 2019). Physical
changes associated with aging, such as
visual impairments and decreased mobility,
could make navigating ePHRs more difficult
(Crouch & Gordon, 2019). To increase ePHR
usability for older adults, it is recommended

to obtain feedback from older adults when
developing ePHRs (Dendere et al., 2019).
Simple layouts with a clear, large font could
be incorporated into ePHRs to improve ac-
cessibility to older adults with decreased vi-
sual acuity (Son & Nahm, 2019). Another
important consideration is to present infor-
mation using nonmedical descriptions and
images (Son & Nahm, 2019) or to include a
medical dictionary (Hoogenbosch et al.,
2018) to increase older adults” understanding
of medical language. Involvement of the end
user during ePHR development and imple-
mentation addresses unique needs and abil-
ities of the older adult (Nahm et al., 2020).
Additionally, conducting evaluation of older
adults’ perspectives is imperative for future
improvements in ePHR usability (Hoogen-
bosch et al,, 2018).

Limitations

Study participants performed tasks with
a sample ePHR account provided by a local
provider group. However, because there is
significant variability across ePHR systems,
results may not be generalizable to all ePHR
interfaces. Participants were not randomized,
but were self-selected volunteers, making it
difficult to generalize to a broader population.
Participants with a strong or negative opinion
of ePHRs may have been drawn to
participate in the study, leading to results
which may not be representative of the older
adult population. Response bias may be
present due to the use of self-reported in-
struments. In addition, results may have been
impacted by the Hawthorne effect or survey
burden. Race, ethnicity, and geographical lo-
cation were not uniformly represented, again,
influencing the generalizability of results to
other locations or population groups. Due to
COVID-19 restrictions requiring virtual re-
cruitment and data collection, the sample
may be biased against older adults with in-
consistent internet or access to technology.
In addition, recruitment challenges due to
COVID-19 limited the number of participants
who were able to participate in the ePHR task
performance, leading to a small final sample
size.

Conclusion

In summary, this study identifies several
facilitators and barriers to older adults’ per-
formance with ePHRs. ePHRs can provide
solutions to address healthcare challenges
faced by older adults. This study demon-
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strates that a considerable number of older
adults are familiar with and use ePHRs. Im-
portantly, older adults who use ePHRs tend
to be highly satisfied with them, and plan to
continue using them in the future. Under-
standing facilitators and barriers to older
adults’ performance with ePHRs could
inform future informatics design. Partnering
with providers, healthcare organizations, and
developers of ePHRs can promote more
user-friendly formats that appeal to older
adults. A potential implication from this study
is that including social technology and
screening tools for depression and loneliness
within ePHRs can reduce loneliness and as-
sociated health consequences. However, fur-
ther research on the impact of loneliness and
depression on older adults’ performance with
ePHRs should be considered.
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Strategic Stewards: Core Teams and
Knowledge Maintenance

Stacey Hamilton Hanna, Saiqua Nooreen, and Megan Reichert

Knowledge maintenance is a crucial process to facilitate evidence-based practice and should be completed at regular intervals. One
healthcare institution found the presence of a core team plus interdisciplinary collaboration effective for completing knowledge maintenance

of regionally owned order sets.

Keywords: knowledge maintenance, order sets, interdisciplinary, teamwork, collaboration

Knowledge maintenance (KM) and
knowledge management are synonymous
terms that are used to define the process
where clinical knowledge is generated,
shared, and maintained within an electronic
health record (EHR) environment (Sittig et al.,
2011). In the realm of clinical informatics (Cl),
the discussion around KM is paramount, as it
directly impacts the quality and efficacy of
healthcare systems (Idemoto et al., 2016).

The management and sustenance of
knowledge within these systems are critical
for ensuring accurate, up-to-date, and
reliable information for healthcare profes-
sionals (Li et al., 2019). One key aspect to
consider is the dynamic nature of medical
knowledge. In health care, new research find-
ings, treatment protocols, and technological
advances emerge regularly (Dardis &
McBride, 2022). Thus, a robust KM strategy
should be in place to continually update and
integrate these developments into existing
EHR platforms (Idemoto et al., 2016). Failure
to do so may lead to outdated practices, po-
tentially compromising patient care (Amato
etal, 2017).

Furthermore, the interoperability of
healthcare information systems plays a
crucial role in KM. Seamless integration
among different platforms and databases is
essential to ensure that relevant knowledge
is accessible across the healthcare
continuum. This fosters collaboration among
healthcare professionals and enables com-
prehensive patient care by providing a
holistic view of a patient’s medical history
and treatment plans (Torab-Miandoab et al.,
2023).

The discussion also extends to the chal-
lenges associated with KM. Security and pri-
vacy concerns must be rigorously addressed
to protect sensitive patient information. In
addition, the cost and resources required for

regular updates and system enhancements
pose financial challenges for healthcare insti-
tutions (see Figure 1).

Background and Setting

The authors are part of a Cl team that
serves the greater Sacramento, California,
market, which includes six acute care hospi-
tals, one long-term care facility, and several
ambulatory clinics. The Sacramento market
is a subset of a broader nationwide
enterprise. The enterprise has created more
than 2,500 order sets in total, spread across
three separate geographical domains. Each
domain utilizes a distinct version of the EHR.
An order set is a bundle of disease- or proce-
dure-specific service requests that are
needed during hospitalization, such as med-
ications, labs, and rehabilitative therapy
(Wells & Loshak, 2019). Some order sets are
Admission order sets, meaning they are
meant to be a comprehensive list of orders
for a particular disease or procedure. Other
order sets are Quick-Pick, which means they
address only one disease process and are
often used in conjunction with an Admission
order set. Individual facilities can choose
which order sets are virtually visible and
which are not. Some order sets were created
by, and are maintained by, the national Cl
team; in particular, those order sets with high
usage. A smaller subset of order sets was
created by local markets. A cadence and
process for locally owned order set KM was
not yet established.

In 2021, the national Cl team shifted the
duty of KM to the market that created those
order sets. Fifteen order sets have been cre-
ated by the Sacramento market and all were
due for maintenance. Total usage of each
order set and identification of highest-user
prescribing providers was provided by the
Sacramento Cl Data Analyst. A Responsibil-

ity, Accountable, Consulted, Informed (RACI)
matrix was provided to the Sacramento Cl
team from the national CI team; it is visually
dense and an internal document. While it
listed high-level tasks, the Sacramento team
discovered several nuances to the KM under-
taking. A process was created to more effec-
tively approach each order set update (see
Figure 2). The process has evolved due to
changes in staffing; initially it was pharmacy
informaticists who input their suggestions
before prescribing providers input their sug-
gestions. Now, physicians input their sugges-
tions before sending the mock-up to the
pharmacy. The Sacramento market also con-
solidated from two staff pharmacy informati-
cists to one due to resource constraints
across the enterprise.

Additional Process Pearls

Privacy and security requirements in the
modern age can be experienced as a
challenge to ad hoc specialists during KM.
Some providers prefer not to use, and are not
provisioned for, an enterprise email account.
Collaborative documents created internally
cannot be shared with external parties. Thus,
color-coded mock-ups; the Situation, Back-
ground, Assessment, Recommendation
(SBAR); and original order sets must be
downloaded and sent as email attachments.
This workaround can lead to the circulation
of multiple drafts, creating confusion among
core team members. The authors’ solution is
to collect feedback from subject matter ex-
perts (SMEs) via email or teleconference
meetings. Access to edit the color-coded
mock-up is granted only to the pharmacy in-
formaticist and Clin order to preserve the in-
tegrity of the mock-up.

The Sacramento Cl team also identified
some markets that chose not to have select
order sets virtually visible at their location.
The reasons for this can vary; for example,
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History of Knowledge Maintenance (KM) Experienced at One Healthcare Organization

Figure1.
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relevance, such as regions that do or do not
experience endemic conditions, clinical prac-
tice variations due to variances in local
culture or policies, and functionally
duplicative order sets. However, markets that
chose not to utilize an order set were not ex-
empt from wanting to participate in the vet-
ting process. These no-use markets
expressed the desire to participate in the de-
sign process in the event that they later
choose to utilize the selected order set. In re-
sponse, the Sacramento Cl team embedded
this junction into the final process.

Clinicians endure heavy workloads and
competing priorities (Chang et al., 2018). En-
gaging SMEs to participate in KM can be diffi-
cult due to their busy schedules. Anecdotally,
approximately five specialists communicated
that they were too busy to provide input on
order sets of which they were high users. Eight
emails total, plus accompanying phone calls to
SMEs went unanswered. One provider with-
drew engagement midway, and a second SME
agreed to finish KM on the selected order set.
Clinicians are not provided additional
monetary incentives to participate in KM,
which adds to the challenge. At the time of
publication, the Sacramento Cl team has com-
pleted KM on six order sets, opted to retire one
order set,and has three order sets actively un-
dergoing maintenance. The KM initiative
began in the first quarter of 2022.

Interdisciplinary Teamwork

Figure 3 was created to demonstrate the
core team and associated SMEs. Ad hoc
SMEs are distinct from one another yet cat-
egorically similar in their unique contribution
to the maintenance of order sets. The core
team members are closely connected, com-
municating frequently, and dependent on
each other for success. The Informatics Pro-
gram Manager holds a unique perspective:
enmeshed and providing process guidance
while remaining outside of clinical recom-
mendations.

Informatics Program Manager

In the Sacramento market, the inform-
atics program manager plays a crucial rolein
overseeing and managing the development,
implementation, and maintenance of the in-
formatics programs within an organization.
While the program manager holds a key po-
sition in the KM process, it is the core team,
comprising various stakeholders, that under-
takes the bulk of KM work. For this article, the
program manager was tasked with creating,
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Figure 3.
Infographic Depicting the Core Team and Subject Matter Experts
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implementing, and shepherding a new KM
program for order sets assigned to the Sacra-
mento Cl market. Relying on previous KM
work done in the market, the program man-
ager has a specific understanding of the core
team in KM of order sets: the Cl registered
nurse (RN), pharmacy informaticist, and
physician informaticist.

Initially, ~the  program  manager
assembled the core team through a phased
approach, involving facility-specific CI RNs
and physician informaticists who were
tasked with order set maintenance based on
facility order set usage patterns. However,
this initial workflow underscored the imper-
ative for a dedicated CI RN and a physician
informaticist to guide KM efforts, irrespective
of facility-based utilization. Facility-based Cl
RNs are integral in day-to-day facility oper-
ations and are assigned a myriad of tasks.
Due to prioritizing facility needs with KM, the
initial order set review was months in
process, with marginal forward movement.
This facility-based KM assignment trial re-
vealed that integrating KM responsibilities
into the existing roles of CI RNs was too great
a burden on time. The program manager rec-
ognized the need for a strategic shift and piv-
oted planning and process strategies toward
establishing a single ownership team — the
core team.

The core team included the following de-
fined stakeholders: Cl RN, pharmacy infor-
maticists, and physician informaticists. With
the core team now in place, the program

manager assumed specific responsibilities,
including the delineation of process
workflows through methodologies such as
the RACI, swimlane process maps, and SBAR
templates. Furthermore, the program man-
ager defined the scope of KM at the market
level, facilitated KM meetings, fostered col-
laboration among team members, and pro-
vided regular updates on market-based KM
progress to both local and national stake-
holders.

Cl Registered Nurse (CI RN)

The CIRN in the Sacramento market was
uniquely positioned to begin the KM process
for market-owned order sets because she
serves informally as a floating CI RN to the six
acute care hospitals in Sacramento. Without
ongoing, facility-based responsibilities, the Cl
RN was able to formally dedicate time to KM.
The CIRN served as the primary contact and
key communicator among team members
and partnered with the regional data analyst
to validate order set usage and highest users.
The ClI RN contacted and engaged with
SMEs, which sometimes included many
months of deliberation regarding order set
updates. SMEs were asked clarifying ques-
tions, technical feasibility inquiries were sent
to the technical team, and hospital rules and
regulations were examined. Even minute
changes to the language of individual orders
were carefully considered. The CI RN
reviewed all orders outside of medications to
incorporate evidence-based updates, as the

integration of evidence-based practice within
informatics, facilitated by individuals such as
the dedicated CI RN, leads to enhanced
patient outcomes (Dardis & McBride, 2022).
The effective approach to KM is rooted in
thoroughness and attention to detail, not
speed (Dardis & McBride, 2022).

Physician Informaticists

Along with the technical resources,
physicians play an integral part in providing
expertise as SMEs, as well as physician infor-
maticists in this market who act as liaisons
between the practitioners and the technical
experts. Physicians play a pivotal role in the
KM of EHRs, contributing to the seamless in-
tegration of medical knowledge into these
digital systems (Idemoto et al., 2016). Physi-
cian informaticists act as a bridge between
healthcare practitioners and information
technology (IT). Their unique understanding
of both the clinical and informatics domains
positions them to translate medical knowl-
edge into formats that are compatible with
EHR systems. This ensures that data within
EHRs accurately reflects the latest medical
insights, treatment protocols, and research
findings. Physician informaticists, beyond
possessing clinical and technical proficiency
in EHRs, may function as SMEs, depending
on the scope of order set KM. Within our
market processes, physician informaticists
play a pivotal role as intermediaries, facilitat-
ing engagement with clinical SMEs.
Moreover, they serve as peer-to-peer advo-
cates, ensuring that order sets remain finely
tuned and reflective of best practices.

Pharmacy Informaticist

As a multidisciplinary core team
member, the pharmacy informaticist is re-
quired to possess expertise in pharmacy best
practices, remain up to date on all state and
federal guidelines, be knowledgeable in IT, in-
cluding data management, and understand
the complexity of healthcare delivery. Phar-
macy informaticists also should have direct
insight into facility-based formularies, ap-
proved medications, and EHR pharmacy
build tools. The intricate and specialized
realms of pharmacy informatics are indis-
pensable, particularly since other members
of the core team might lack access to such
expertise. The market-level KM process in-
cludes a pharmacy informaticist to review all
pharmacological updates requested by
clinical SMEs. This review includes validating
formulary availability, state and federal
guidelines, and the involvement of best prac-
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tice guidelines. This review is conducted with
facility pharmacy departments and coordi-
nated with national pharmacy team
members as needed. It is important to note
that during our KM work, the Sacramento
market was part of downsizing within Cl de-
partments nationally. Part of the national
strategy was to align all pharmacy
informatics teams; this meant the
Sacramento Cl team was reduced from
having two pharmacy informaticists to a sin-
gle pharmacy informaticist.

Subject Matter Experts

KM pivots around SMEs; their input is es-
sential. The Sacramento Cl team requested
participation from specialists, such as wound
care nurses, radiology and lab technicians,
operating room schedulers, respiratory ther-
apists, quality improvement, and many other
specialty providers. Each order set facilitates
the care of a unique patient population and
therefore requires tailored care through each
included order. Although SMEs can take sev-
eral days or weeks to respond to emails or
phone calls, it is necessary to wait for their
input. The success of KM hinges on the in-
valuable wisdom and experience of SMEs re-
garding how orders are worded, the flow of
patients throughout the hospital, hybrid
EHR/paper-based departments, regulatory
and compliance considerations, and best
practices.

Challenges

The process of KM encountered several
formidable challenges in the Sacramento
market. First, the sheer size and complexity
of the healthcare system poses a significant
hurdle. Navigating through vast networks of
data and diverse stakeholders requires
meticulous attention and strategic coordina-
tion. Resource allocation emerges as another
pressing concern, as the demand for skilled
personnel, technical infrastructure, and fi-
nancial resources often exceeds the available
supply (Papanicolas et al., 2018). Time con-
straints further compound these challenges
for team members who must balance their
responsibilities amid competing priorities.
Moreover, the utilization of differing EHR ver-
sions presents a unique set of obstacles, ne-
cessitating interdisciplinary collaboration and
a comprehensive understanding of various
specialized areas. Cost considerations loom
large, as investments in cutting edge tech-
nologies and ongoing training programs
strain organizational budgets (Turner et al.,

2023). Lastly, the dynamic nature of health
care adds a layer of complexity, requiring
continuous adaptation and innovation to
keep pace with evolving trends, changes in
state and federal healthcare regulations, and
patient needs. Addressing these challenges
demands a holistic approach, integrating
strategic planning, resource optimization,
and a steadfast commitment to advancing
KM in healthcare informatics.

Future State

Looking forward, the trajectory of KM in
the Sacramento market is poised for signifi-
cant advancements in several key areas.
First, there will be a heightened emphasis on
turnaround time tracking, utilizing sophisti-
cated data analytics and real-time monitoring
tools to streamline processes and enhance
efficiency throughout healthcare systems. By
implementing robust tracking mechanisms,
organizations can better manage workflows,
leading to improved patient outcomes and
resource allocation (Helminski et al., 2022).
Moreover, there will be a concerted effort to
enhance post-implementation evaluation
strategies, facilitating more comprehensive
assessments of the effectiveness of infor-
matics solutions and their impact on clinical
practice. This will enable healthcare providers
to refine and optimize their informatics
strategies continuously, fostering ongoing
improvement in patient care delivery.

Furthermore, the integration of artificial
intelligence (Al) technologies will play a
pivotal role in shaping the future of comput-
erized provider order entry overall (Bates et
al,, 2021). Through the seamless integration
of Al-driven algorithms and predictive ana-
lytics, healthcare organizations can harness
the power of data to generate actionable in-
sights and support informed decision-
making (Landi, 2024). This integration will
not only enhance the efficiency and effec-
tiveness of KM processes, but also pave the
way for more personalized and proactive ap-
proaches to patient care, ultimately driving
innovation and improving health outcomes
on a broader scale.

Conclusion

Effective KM is indispensable for deliv-
ering high-quality and timely patient care.
The discussion highlighted the need for dy-
namic systems that can adapt to the evolving
landscape of medical knowledge, emphasiz-
ing the importance of interoperability,

security, and resource allocation in achieving
successful KM within informatics. While
challenges were encountered during the KM
process, the positive impact to end users was
significant. Updates to order sets reflected
pertinent updates to patient care orders, fos-
tering trust between clinicians and the EHR.
The core team modeled interdisciplinary col-
laboration and perseverance while imple-
menting the new KM process. 4
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9.2 More Than a Cost Center: Examining the Return on

Investment of Nursing Informatics

Marc Perkins-Carrillo and Nedlyne Monestime

Nurse informaticists’ workflow analysis, redesign, and implementation of technology solutions improve financial outcomes. This article
summarizes the economic benefits that nursing informatics contribute to the health system. These contributions strengthen the need for

continued growth of informatics teams.

Keywords: informatics, nursing, clinical, nurse informaticist, return on investment

Since the recognition of nursing infor-
matics (NI)in 1992, it has played a significant
and evolving role in improving health out-
comes, electronic health record (EHR) adop-
tion,  workflow improvements, and
information sharing (Garcia-Dia, 2021). Nlin-
tegrates nursing science, computer science,
and information science to manage and com-
municate data, information, knowledge, and
wisdom into nursing practice (American
Nurses Association, 2023) while also
working with information management and
data science or analysts to analyze data and
transform data into crucial information,
knowledge, and wisdom.

EHR systems implemented in collabora-
tion with  assistance from  nurse
informaticists have enhanced data docu-
mentation, cost savings, and communication
as well as improved care and patient safety.
NIis often seen by healthcare leaders as sim-
ply a cost center as the money and
efficiencies gained are realized by other divi-
sions within the organization. Savings or fi-
nancial gains garnered by NI can be defined
as soft or hard dollars. Hard dollar gains are
generally considered actual money savings
orincreases for an organization, whereas soft
dollars are generally gained efficiencies. This
article aims to highlight the return on invest-
ment garnered by NI to help facilitate discus-
sion with leadership for the expansion of NI
teams.

Better Documentation: Data
Accuracy and Time Savings

Digitization has helped nurses and
healthcare centers to record, store, and re-
trieve patient and hospital data cost-effec-
tively. Traditionally, nurses and providers
recorded patient data on paper forms, which

limited the amount of data taken and in-
creased the likelihood of mistakes (Farokhza-
dian et al., 2020). The work that NI has done
with patient-entered data has led to reduced
nursing documentation burden and made in-
formation readily available (Moore et al.,
2020). NI has helped save the time needed to
code or decode patient data using standard
code sets such as SNOMED, LOINC, and ICD-
10 (Moen et al., 2020).

NI has enhanced data accessibility by all
authorized clinical and non-clinical staff.
Nurse informaticists work with customers,
ensuring they have the correct level of access
within the EHR. The accessibility of data is
crucial for timely patient care decisions; the
inability to access it may delay care. A review
of delays in care at the U.S. Veterans Affairs
Health Care System found the inability to ac-
cess data was one of the major causes of de-
layed action on diagnostic study results
(Powell et al., 2020).

A phrase often heard when discussing
the EHR is “one more click.” Nursing docu-
mentation is inundated with clicks for data
entry. The Carolinas HealthCare System
identified this as a problem and, with the help
of NI, eliminated 18 million clicks and gave
nursing back 35,000 hours for direct patient
care (Davis, 2017). The team also reduced
third-party software costs, saving the organ-
ization $60,000 by implementing new
screening tools.

Enhancing the Quality and
Efficiency of Health Care and
Services

Farokhzadian and colleagues (2020)
suggest NI has a significant impact on reduc-
ing medical errors, which have far-reaching
financial implications on the hospital and the

reputation of the hospital, doctors, and
nurses. NI-developed tools aid in the accurate
and secure provision of data, which in turn
reduces clinical risks and errors (Agrawal,
2019). The United States records about $17
billion in medical costs attributed to misdiag-
noses and wrong drug prescriptions. Medical
errors result in over 100,000 deaths annually
and thousands of readmissions (Uitvlugt et
al,, 2021). Most of these errors are said to be
caused by incorrect data entry and
negligence. Uitvlugt and colleagues (2021)
argue that about 16% of admissions are read-
missions from medical errors, of which 40%
are potentially preventable readmissions.

Burnie and Vining (2021) found that
nurse informaticists working with multidis-
ciplinary teams, including lab specimen tech-
nicians and nurses, reduced workflow
variations, which resulted in a reduction of
repeat testing and overuse of medications
and supplies. They found a 1.5% reduction in
contamination rates, which resulted in nearly
$2 million in savings for the organization.
These figures do not account for patient sat-
isfaction and organization reputation damage
due to health grade reporting on sites such as
Medicare Hospital Compare or LeapFrog
health ratings.

Workflow enhancements and quick ac-
cessibility of data for care delivery enhance
nurses’ and providers’ satisfaction and con-
fidence, leading to improved productivity lev-
els (Farokhzadian et al, 2020). This
increased productivity and better staffing al-
location impact a hospital's financial aspect
with more patient visits and increased rev-
enue. An example of a hard dollar savings to
having the right information available, such
as test results, is the potential to discharge a
patient earlier, thus allowing for another pa-
tient admission.
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Facilitating Communication
Management in the Technological
Environment

One of the significant benefits of Nl is en-
hancing communication within and outside
the hospital. Accurate and timely
transmission of information and communica-
tion are necessary in healthcare settings (Bar-
tos et al, 2022). Federal government
programs such as the Merit-based Incentive
Payment System (MIPS) introduced by the
Centers for Medicare and Medicaid Services
(CMS) have enhanced intra-organizational in-
formation flow, especially among hospitals,
registries, and regulatory agencies. These
complex requirements are translated into
both clinical and electronic documentation
practices by NI.

Governmental regulations require the
sharing of patient data, and NI plays a pivotal
role in ensuring compliance and protection of
patient information. These regulations have
promoted data shareability, allowing
providers access to patient diagnostic and
laboratory tests and previous treatments per-
formed at other organizations. NI enhances
the delivery and continuity of care. Health in-
formation sharing across organizations en-
hances timesaving, mitigates care and
treatment delays, and reduces the cost of test
duplication. In a review of the literature, Reis
and colleagues (2017) found that NI plays a
vital role in health data interoperability, thus
reducing costs by eliminating duplicate
testing and other healthcare resource utiliza-
tion.

Telemedicine, or telehealth, is one of the
fastest growing sectors in health care, with
much of this growth required due to the
COVID-19 pandemic. While most consider
telehealth a recent addition, this virtual care
model has been used in health care since the
late 1950s and 1960s (Hyder & Razzak,
2020). NI continues to play a critical role in
implementing and refining telehealth by de-
signing effective systems that benefit patient-
family and patient-nurse/provider
relationships. These virtual care programs
help improve communication with patients
remotely, thus increasing trust and conven-
ience of care. Telehealth can reduce costs by
decreasing 30-day readmission rates through
virtual consults (Mattout & Yesilada, 2024).

Improving Resource Management

With nursing shortages reaching critical
levels in the United States, the focus of NI is

on workflow and technology optimization. To
overcome the risks associated with informa-
tion technology systems, the goal should be
to support practice improvement and not the
reduction of staffing (Weber et al,, 2022) — a
focus on soft dollars versus hard dollars. Ef-
ficient workflows and technology solutions
result in greater nurse satisfaction and lower
turnover rates, which help the overall
financial status of the organization.

Remote working accelerated during the
COVID-19 pandemic. Nl worked with partners
in information technology to implement re-
mote communication tools such as Zoom or
Microsoft Teams to facilitate this shift in work
requirements. In hospitals, even when serv-
ices offered are face-to-face, some personnel,
such as billing specialists and scheduling
teams, can work from home.

Data-Driven Decision-Making

NI aids nurses in delivering evidence-
based and patient-centered care. Improved
care delivery is facilitated using clinical deci-
sion support (CDS) tools. Nurse informa-
ticists work closely with clinical experts to
design CDS rules to guide clinical staff in pro-
viding appropriate care. These assisted deci-
sion prompts enhance clinical workflows,
allowing more efficient and effective care
(Bartos et al., 2022; Farokhzadian et al.,
2020). Nurse informaticists help reduce re-
dundancy by eliminating repetitive tests or
tasks, diagnosis, and registration of returning
patients (Shrank et al., 2019). Shrank and col-
leagues argue that failure of care
coordination, administrative complexity,
fraud and abuse, overtreatment or low-value
care, failure of care delivery, and pricing
failure amount to waste as they are a financial
cost. They found that the United States
records annual wasted expenditures of
$760-%$935 billion. Notably, lack of coordina-
tion led to $38.2 billion in waste expenditure,
while overtreatment or low-value care waste
cost was $12.8-$28.6 billion (Shrank et al,,
2019). However, some of this waste can be
reduced with NI as repetitive and
unnecessary procedures can be reduced or
even eliminated.

Improving Performance
Management

In 2022, partnering with the revenue in-
tegrity team, the Moffitt Cancer Center clinical
informatics team developed work-flows to
capture non-operating room anesthesia

(NORA\) charges without providers having to
perform extra work. The nurse informaticists
performed current state workflow assess-
ments and engaged billing specialists to de-
velop a workable solution. The design
specifications were provided to the clinical
systems team to build charge capture from
documentation performed by the clinical staff
within the EHR. The NI education team as-
sisted with training materials and staff edu-
cation. The revenue integrity team remained
engaged and monitored charge capture
during and after implementation. The teams
were able to capture approximately $3 million
in gross charges, resulting in an annualized
net revenue of approximately $900,000 for
the organization (J. Chalarca, personal com-
munication, January 13,2022).

NI helps identify inefficiencies in health-
care practice, workflows, and operations. A lit-
erature review found that NI teams partnered
with an infusion pump manufacturer to inte-
grate pump data into the EHR. Bartos and col-
leagues (2022) attained a 27% reduction in
fluid overrides after the integration of smart
pumps into the EHR. They also realized a 30-
day increase in net charges of 39%, resulting
in a net revenue of approximately $17,000.

Conclusion

The cost-saving or economic aspects of
NI are often overlooked, as many tend to
focus on the cost center’s salaries and ex-
penses without the revenue savings or gen-
eration tied directly to the NI department. NI
helps reduce medical errors, paper consump-
tion, and waste related to repetitive activities
and enhances worker satisfaction. With help
from NI, patients can get appropriate, timely,
and cost-effective care. Organizations with
robust NI and data analysis tools can improve
care quality and patient safety by offering
personalized, patient-centered care while re-
ducing costs. The ability of NI to optimize
workflows and enhance charge capture and
cost avoidance is valuable to all healthcare
centers and warrants significant invest-
ments. &
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